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Generative AI & privacy
6 questions to ask yourself when using AI

Which AI 
should I 
choose?

BEFORE USE

How can I 
protect my 
data?

I check the settings to limit 
how my data may be used for AI 
training.

If I can, I use temporary mode 
and turn o� chat history.

Is the information 
reliable?

DURING USE

What should I do 
after I finish?

AFTER USE

What 
information 
should I share?
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I compare di�erent AI services 
and choose the one that best 
�ts my needs because it limits 
the risk of my prompts being 
used for other use.

I check the privacy policy to 
understand what data is 
collected, how it is used, and 
how I can control or limit its use.

I avoid sharing private or sensitive 
information because AI may misuse my 
data.

For example, I hide my real name, 
address, school, passwords, bank 
details, or personal problems.

AI can make mistakes and does 
not know what is true or false.

I think critically and 
double-check important 
information.

I verify information using 
reliable sources.

I review and delete my past chats if possible.

If I no longer use the service, I delete my account.

I always log out, especially on shared devices.

Do I need to 
create an 
account?

If possible, I can use AI 
without creating an account.

If I create one, I protect it 
with a strong password and 
two-factor authenti�cation 
such as e-mail veri�cation if 
possible.


