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WHAT IS THE CNIL?

Created by the French Data Protection Act of 6 January
1978, the Commission nationale de l'informatique et des
libertés [French Data Protection Authority] is an inde-
pendent administrative authority responsible for ensuring
the protection of personal data contained in computer

or paper files and processing operations, both public and
private.

On a daily basis,the CNIL ensures that information tech-
nology is at the service of the citizen and that it does not
undermine human identity, human rights, privacy, indivi-
dual or public liberties.

Since February 2019, Marie-Laure Denis, Councillor of
State, is the CNIL's Chair. Her mandate has been renewed
on January 30th, 2024 for 5 years.

WHAT IS A PERSONAL DATA?

Personal data means any information relating to an identi-
fied or identifiable natural person. But because it
it concerns individuals, the latter must keep control over it.

An identifiable natural person is one who can be directly
identified (e.g. by their first or last name), or indirectly
(phone number, licence plate, social security number,
postal address, voice...).

An individual can be identified from a single data, such as

the their name, or by cross-referencing different types of

data (e.g.awoman who lives in a specific place, with a spe-
cific birthday, and member of a specific association).
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Information technology must serve
citizens. Its development must guarantee
human identity, human rights, privacy and

both individual and public freedoms.

WHAT IS THE GDPR?

The General Data Protection Regulation (GDPR) is

the reference text for personal data protection in the
European Union. It came into effective application in 2018
and gives individuals more control over their data.

The GDPR provides a unified framework for
organisations across Europe. It enables them
to develop digital activities and innovate
within the EU in a way that builds trust with
partners and users.

WHAT ARE DATA
PROTECTION CORE
PRINCIPLES?

Bl Purpose: the data controller has to col-
lect and use personal data for a precise,
lawful and fair purpose.

Bl Proportionality and relevance: infor-
mation must be relevant and strictly
necessary to the purpose of the file.

B Limited data retention period: it is not
possible to keep information on indivi-
dualsin a file indefinitely. A precise reten-
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tion period must be set, depending on the
type of information stored and the pur-
pose of the file.

Bl Security and confidentiality: the data
controller must guarantee the security of
the information. In particular, they must
ensure that only authorized persons have
access to this information.




WHAT ARE THE CNIL'S MISSIONS ?

Informing individuals

and protecting their rights

Bl The CNILresponds to requests from individuals and pro-
fessionals. It carries out communication actions towards the
general public and professionals,
through its networks, the press, its web-
site, its presence on social media or by
providing educational tools.
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When a complaint is received, the
CNIL generally discusses the facts
reported by the complainant with the
controller or processor. In case of
infringement, the CNIL requires the data
controller to comply and respect the rights of individuals.

Supporting compliance

and advising

E In order to help private and public organisations, the
CNIL provides a complete toolbox adapted to their size and
needs, including guidelines, practical guides, recommenda-
tions, templates, etc. It also offers

the opportunity to benefit from

sector-specific and, in some

cases, individual support through

arange of innovative schemes.

Bl Advising public authorities is
one of the CNIL's tasks under the
French Data Protection Act. It
may be consulted by various
public bodies on draft texts (laws,
decrees, etc.) before they are
adopted. In particular, it advises the government, which has
the obligation to seek its opinion on certain projects.

B The CNIL contributes to the search for solutions ena-
bling public authorities to use personal data files in strict
compliance with citizens' rights and freedoms.

As part of its innovation and foresight activities,the CNIL

maintains a dedicated watch in order to detect and analyse
technologies or new uses that could
have a significant impact on privacy.
Its laboratory experiments innovative
products or applications. Thus, the
CNIL contributes to the development
of technological solutions that pro-
tect privacy by advising companies as
early as possible in the process (pri-
vacy by design).

The CNIL also contributes to public debate on ethical
issues surrounding data, and acts as a point of contact and
dialogue with digital innovation ecosystems (researchers,
startups, laboratories).

Investigating

and issuing sanctions

Investigations are effective means of intervention with
data controllers and their data processors, allowing for the
CNIL to verify the concrete implementation of the GDPR
and the law.

The decision to carry out an inves-
tigation is made on the basis of com-
plaints received by the CNIL, current
events, and an annual programme
regarding topics for which a data pro-
tection issue has been identified.

At the end of the investigations

carried out by the departments, the Chair of the CNIL may
decide,depending on the seriousness of the breaches found,
to close the case orissue a formal notice.

The Chair of the CNIL may also refer the matter to the
CNIL's restricted committee in order to issue a financial

penalty on the organisation. Corrective measures may be
published.



HOW DOES THE CNIL WORK? i The plenary sessions

The 18 members of the CNIL meet in plenary session once
a week on an agenda pre-established by the Chair. A major
part of these sessions is devoted to the assessment of laws
and decrees that are submitted by the government for an
official CNIL opinion. The College is also responsible for
analysing soft law instruments such as guidelines, standards
and recommendations.

The CNIL is made up of a multi-disciplinary College of
18 members elected or appointed by the parliamentary
assemblies or courts to which they belong, by the Prime
Minister and by the Presidents of the Senate and the
National Assembly. The Chair of the CNIL is appointed
by the President of the Republic.

The restricted committee and its sessions

Who are the members of the CNIL’s College? The restricted committee is the body of the CNIL res-
o ponsible for issuing sanctions. It is composed of five
members and a Chair other than the CNIL's Chair. It can
adopt various sanctions on organisations that do not com-
ply with the law and can publish it. Its Chair will ensure that
e erelRihe the committee is impartial and that there is no incompatibi-
Commission for access lity between the duties of the members and their personal
to administrative positions.
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WHAT ARE THE RIGHTS OF
INDIVIDUALS?

The GDPR strengthened the rights of individuals on their
data and applies whenever a person in Europe is affected by
data processing. International organisations are therefore
subject to European law when they offer a product or service
to people in Europe, even remotely.

The right of access

You can directly ask a data controller if they hold any infor-
mation about you, and request to obtain a copy of all of your
personal data.

The right to object

You can object, for legitimate reasons, to being included in
a file. You can also object to your personal data being com-
municated, transmitted or stored.

The right to rectification

You can request the rectification of inaccurate information
about you. The right to rectification complements the right
of access.

Theright to de-listing
You can submit requests to search engines for the removal of
search results associated with your surname and first name.

The right to data portability

You can receive some of your data in a machine-readable
format. You are free to store this portable data elsewhere or
to transmit it from one service to another.

Theright to erasure
You have the right to obtain the erasure of data by the data
controller.

The right to restriction

You can ask an organisation to temporarily freeze the use of
your personal data: it will not be able to use it for a certain
period of time.

THE CNIL IN
EUROPE AND
WORLDWIDE

The CNIL is a member of seve-
ral European and international
bodies, notably the European Data Protection Board (EDPB).
It also participates in a wide range of work and conferences
on the subject of personal data protection around the world,
with the aim of providing uniform responses to increasingly
widespread challenges to people’s rights.

European Data Protection Board (EDPB)

The European Data Protection Board (EDPB), body of the
European Union, has been established by the GDPR. It
gathers EU authorities for a consistent enforcement of the
GDPR. It can publish guidelines, good practices, opinions to
clarify the interpretation of principles and to assist com-
panies, public authorities and individuals in implementing
these texts. It can also adopt binding decisions to settle dis-
putes between supervisory authorities.

French-speaking countries

For many years now, the CNIL has been committed to pro-
moting a culture of data protection in French-speaking
countries. These actions led to the creation, in 2007, of the
Association francophone des autorités de protection des
données personnelles (AFAPDP), in partnership with the
Organisation internationale de la francophonie (OIF), and
to the adoption of privacy protection legislation by French-
speaking countries such as Burkina Faso, Tunisia, Morocco,
Madagascar and Mali.

WHAT IS A CNIL OPINION?

The CNIL may be consulted by various public
bodies on draft texts such as decrees or laws prior
to their adoption. Opinions issued by the CNIL
are intended to enlighten the public authorities
on issues relating to information technology and
civil liberties, but do not constitute «validation»,
«authorization» or «refusal».

Advising public authorities is one of the CNIL’s
missions under the French Data Protection Act. In
particular, it advises the government, which has to
seek its opinion for certain projects.
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