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HUMANIST VALUES: 
A COMPASS FOR THE 
CONSTRUCTION OF THE 
DIGITAL WORLD

FOREWORD FROM THE PRESIDENT

Bringing innovation 
and data protection 
into opposition a false 
and sterile position. ”

“
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Discussions have also been very lively at the inter-
national level, with regard to the right to be forgotten 
in particular. 

Indeed, the decision of the Court of Justice of the 
European Union (CJEU) concerning the right to be de-
listed of May 2014, which confirms the application of 
European law to search engines, attracted the interest 
of all parties and appears to be a major and irreversible 
step forward for European citizens. Giving Internet users 
the right, under certain conditions, to request that search 
engines make any content pertaining to their private lives 
less visible is a means of restoring balance to their rela-
tions with major Internet stakeholders and strengthening 
control of their digital identity. 

Much has been written and many false ideas have 
spread in order to discredit this right to be de-listed and 
denounce a “legal vacuum”, or even a kind of European 
imperialism. In the face of this agitation, and soon after 
the announcement of the CJEU judgement, the Article 
29 Working Party (WP29) began its work to ensure 
uniform and open application of the latter throughout 
Europe as a whole. Six months later, this cooperation 
led to the adoption of operational instructions which, by 
means of a list of common criteria, enable complaints 
received to be examined in an objective manner by the 
protection authorities and guide decision-making on the 
part of search engines. 

Moreover, generally speaking, this past year has 
enabled the WP29 to enter a more operational phase 
of its history. 

On the question of the right to be de-listed as well as 
the enforcement  action against Google and the com-
pliance package proposed to it, the WP29 has succeeded 
in proving its capacity to coordinate a still relatively hete-
rogeneous authorities’ network and show a united front 
on complex issues. This development of the WP29 into 

*Source : Commission européenne, Eurobaromètre Attitudes on Data Protection and Electronic Identity in the European Union, juin 2011

was characterised by the intensifica-
tion of the public debate and nume-
rous contributions from experts on 

the question of personal data. It is now a core issue for 
both public and private stakeholders. All institutions are 
rallying in order to try to understand and, if necessary, 
regulate this phenomenon, while the general public hesi-
tates between fascination and alarm.

At the national level, this include in particular the 
Council of State’s Report on digital technologies and the 
consultation of the French Digital Council (CNNum) on 
the Digital Bill envisaged by Axelle Lemaire.

In both cases, the CNIL has greatly contributed to 
this work and welcomes the fact that this transverse 
reflection, which it so greatly desired, goes beyond the 
circle of the data protection authorities and has brought 
a certain political, economic and social vision of our 
societies under discussion.

2014
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Isabelle Falque-Pierrotin, 
CNIL President

Foreword

thus obtaining “customised”, made-to-measure 
exposure. Today, individuals are calling for control 
rather than for protection. Moreover, the draft 
regulation reflects this tendency by strengthening 
rights and offering, for example, a right to data 
portability. 

This more personal approach to privacy must 
not lead to a situation in which the whole weight 
of regulation falls upon the individual. If taken to 
an extreme, an approach of this kind could lead to 
the privatisation of data, at the risk of forgetting 
that data protection is a fundamental right, and 
therefore inalienable even by individuals them-
selves. For regulators, the problem therefore lies 
in integrating these new tensions between the 
individual and the community. To this end, it is 
therefore necessary to put forward legal and prac-
tical tools that lead to greater openness on the 
part of economic stakeholders and more control 
for individuals. 

“Big data is beautiful!” Another phrase much 
used in recent times which is not unrelated to 
the expression mentioned above. The hackneyed 
refrain informs us that the oh-so-promising big 

data revolution in a difficult economic climate is a phe-
nomenon orthogonal to the French Data Protection Act. 
Worse still, it is deemed to hinder the expansion of this 
Eldorado when everything ought to bow before the inexo-
rable power of the algorithm. It would therefore be better 
to let companies decide alone to cross and gather any 
data they wish, banking on the benefits obtained by 
means of this mass processing. 

As for me, I consider that reality is probably more 
modest and entirely suitable for integration within a 
data protection approach. The principles of the law are 
sufficiently sound and flexible to incorporate change on 
the scale induced by big data. An adjustment of the 
procedures and tools definitely needs to be made by 
simplifying ex ante checks (purpose of data collection) 
and developing compliance tools adapted to sectorial 
uses. The CNIL is working in this direction, by means of 
its compliance packages in particular. The anonymization 
techniques that the WP29 examined in its opinion of 
April 2014 may also open up operational approaches to 
data processing within the big data framework. 

Bringing innovation and data protection into opposi-
tion, as some would have us do, is therefore a false and 
sterile position. Not only are these principles far from being 
incompatible, they on the contrary set a virtuous circle in 
motion, a circle of trust, the keystone of sustainable digital 

a network of both an operational and strategic character 
is one of the orientations that I wanted to place firmly 
among the priorities of the new presidency.

International debate has also been greatly stimula-
ted by the prospect of the European regulation and its 
consequences for major international stakeholders.

Indeed, in the course of the year, a very combative 
line of argument against European principles has been 
set up, promoting a strategy of conquest on the part of 
a competing model. European principles are presented 
by some people as being unsuited to new digital realities 
and unable to provide responses to Big Data and the 
Internet of Things issues. 

In the face of these new challenges, regulators have 
to know how to renew themselves while maintaining 
the course set by founding values that remain sound. 

“Privacy is dead!” could be heard at Davos last 
January, for example. No, privacy is not dead, although it 
is indisputably tending towards a more individual dimen-
sion. Today, personal data is the elementary particle of the 
digital world. It extends beyond the strict field of private 
life, contributing to the construction of a public life clai-
med by individuals themselves. Moreover, they make a 
distinction between elements that they want to keep wit-
hin the private sphere and elements that may contribute 
to their public life. They set parameters for their privacy, 
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technology. Moreover, data protection principles may help 
Europe to be at the forefront of Big Data.

It is all the more important to avoid this needless 
opposition insofar as a new tension, related to security 
imperatives, is increasingly affecting the protection of 
privacy and individual liberties.

Indeed, since the revelations of Edward Snowden 
and, once again, with the terrorist attacks perpetrated 
in France in January, the balance between liberties and 
security is under debate in all countries. 

Snowden lifted the veil of mass and general surveil-
lance of all the population by private stakeholders, on 
behalf of public stakeholders. Snowden questions all 
democracies and their answers in the face of a growing 
terrorist threat. 

It appears to me that, in order to find real courses of 
action for the purpose of facing up to the current situation, 
we need to leave the binary opposition between security 
and liberty behind. Respect for fundamental liberties 
does not contradict security imperatives: it constitutes 
the safeguard of our democracies, they should go hand-
in-hand. For this reason, in order to be acceptable from 
a legal, ethical and social point of view, the search for 
new security tools necessarily needs to be accompanied 
with a guarantees’ reinforcement. 

It is precisely the role of the CNIL to supervise this 
delicate balance and prevent possible excesses, at the 
national level and with regard to European issues.

However, any mechanism needs to be analysed, not 
by its intentions, but by the effective uses authorised 
by the texts which cannot, unless the State of law is to 
be abandoned, lead to the massive and indiscriminate 
surveillance of individuals.

On the basis of these convictions, the WP29 adopted 
a common declaration presented at the time of the inter-
national conference of UNESCO on 8th December 2014 
in Paris. This declaration lays down the principle of the 
need for balance between protection of personal data, 
innovation and surveillance, and points out the need to 
implement targeted and non-massive mechanisms as 
far as surveillance is concerned. 

There can therefore be no doubt that the year 2014 
was full of events, new developments and debates. In 
the face of this situation, the CNIL is moving forward and 
constructing its route, without bias and without ruling 
out any possibilities. 

2015 is already at hand and our priority lies above 
all in adopting the planned Data Protection Regulation 
as quickly as possible. After a period of calm, due to 
the renewal of the European institutions, the schedule 
appears to be accelerating once again and adoption in 
the course of 2015 is now under discussion. A stage 
of this kind is essential in order to give credibility to 
European unity and identity; as well as for the creation 
of the European data area anticipated by all.

On a more operational level, we shall continue to 
support stakeholders’ transition to digital technology 
through the development of more flexible and sector-
based compliance tools. We also wish to promote indi-
vidual responsibility in the face of all of these changes. 
Digital technology is built around users and their uses. 
Their data is at the heart of the process. It is therefore 
necessary to respect the individual’s capacity to choose 
and arbitrate and their ability to avoid becoming a simple 
object of digital technology. Work therefore needs to 
be undertaken with regard to the means of forearming 
individuals, in order to enable them to maintain control 
of their constantly changing environment. 

Our democracies are undergoing an extremely com-
plex period with regard to our liberties. Yet, in the storm 
we have a compass: that of the State of Law, a State 
which protects individuals and places the person at the 
heart of its undertakings. We need to firmly uphold this 
balanced model, while taking care of its renewal in order 
to ensure that it constitutes a sustainable ethical and 
legal framework, conducive to innovation and respectful 
of the rights of persons. 

Respect for 
fundamental liberties 
does not contradict 
security imperatives: 
it constitutes the 
safeguard of our 
democracies. ”

“
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THE RIGHT TO 
BE DE-LISTED: 
AN IRREVERSIBLE STEP
On 13 May 2014, the Court of Justice of the European Union delivered an important 
judgement on the case “Google Spain SL and Google Inc. vs. Agencia Española de 
Protección de Datos (AEPD) and Mario Costeja González” (C-131/12). 

Numerous commentators of this jud-
gement have by common accord empha-
sised its unique nature, presenting it as 
establishing a “right to be forgotten”. Yet, 
this does not represent the reality of the 
right upheld by the Court: in reality, it 
involves the right of persons to obtain 
the delisting of certain personal data from 
search engines, under certain conditions. 
No more does this right to be de-listed 
constitute any legal revolution: it is the 
application, for the special case of search 
engines, of the rights of access, erasure 
and objection established by the Data 
Protection Act in France since 1978, and 
the Directive 95/46/EC in the European 
Union as a whole since 1995. 

The judgement nevertheless contains 
elements of fundamental importance for 
European law concerning the protection 
of individuals with regard to the proces-
sing of their personal data. 

STARTING POINT: THE “COSTEJA” CASE 

In 2010, Mr Costeja, a Spanish 
citizen, sent a complaint to the Spanish 
data protection authority against the 
publisher of an online press website entit-
led “La Vanguardia”, on the one hand, 
and Google Spain and Google Inc., on 
the other hand. Mr Costeja considered 
that access to, via the results obtained 
by entering his surname and first name in 
the search engine, a legal announcement 
published on this website concerning the 
seizure and forced sale by auction of his 
property (for non-payment of bills) infrin-
ged his right to data protection. Indeed, 
he considered that the information rela-
ted to him available on the Internet was 
no longer relevant, the case against him 
having been closed for several years. He 
therefore asked the authority that the 
online newspaper be ordered to erase or 
modify the pages in question so that his 
data would no longer appear, and that 
Google Spain or Google Inc. be ordered 
to ensure that the personal data concer-
ning him no longer appear in the search 
results.

The Spanish authority rejected Mr 
Costeja’s initial complaint against the 
website, considering that the publication 
of the information in question on this site 
was justified, since it had been published 
by order of the Spanish Ministry of Labour 
and Social Affairs and was specifically 
aimed at ensuring maximum publicity of 
notice of the public auction in order to 

attract the highest number of bidders. On 
the other hand, it granted the complaint 
directed against Google Spain and Google 
Inc., considering that search engine ope-
rators are subject to Spanish law regar-
ding data protection. They are therefore 
bound to respond favourably to requests 
for erasure and objection issued by indi-
viduals with regard to data concerning 
them, whenever such requests are legiti-
mate. Google Inc. and Google Spain then 
appealed against this judgement before 
the competent Spanish court.

The interpretation of several provi-
sions of European Directive 95/46/EC 
was dependent upon the response given 
concerning the obligations incumbent 
upon search engines with regard to the 
protection of personal data. The Spanish 
court, before which the dispute between 
Google and Mr Costeja and the Spanish 
authority was brought, therefore decided 
to refer three precise questions to the 
Court of Justice of the European Union 
regarding the interpretation of this text. 
The Court, called upon to rule upon these 
points, considerably strengthened perso-
nal rights in relation to search engines. 

The Court has 
considerably 
strengthened 
personal rights 
in relation to 
search engines.
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PRINCIPAL LESSONS OF THE “GOOGLE 
SPAIN” JUDGEMENT OF THE COURT OF 
JUSTICE OF THE EUROPEAN UNION

Applicability of Directive 95/46/
EC to Search Engines 

The first major contribution of the 
Court’s judgement consists of defining 
search engines’ activities as “proces-
sing of personal data” in accordance 
with article 2 (b) of Directive 95/46/EC. 
Indeed, these activities consist of “fin-
ding information published or put on the 
Internet by third parties, indexing it in 
an automatic manner, storing it tempo-
rarily and, finally, make it available to 
Internet users, according to a given order 
of preference”. This published information 
concerns, inter alia, personal data. The 
operator of this search engine shall be 
considered as the “controller” of the said 
processing, in accordance with article 2 
(d) of the same Directive. 

By adopting this definition, the Court 
dismissed the search engines’ argument, 
according to which, because the latter 
are not the originators of the data acces-
sible via their services, no responsibi-
lity in accordance with this text can be 
incumbent upon them – an argument 
that the WP29 had already disputed for 
several years.

the Member State. The consequence of 
this institution’s existence is to make it 
subject to European law.

The right for any individual to 
request that their data no longer 
be accessible via a search engine 
on the basis of European law  

Drawing the logical consequences 
of the application of the provisions of 
Directive 95/46 EC to search engines, 
the Court considers that the latter are 
bound to respect the rights of access and 
the right to object provided for under 
articles 12 and 14 of the Directive.

In this situation, the exercise of these 
rights by individuals is manifested in 
the right to obtain the erasure of one 
or several results from the list of results 
associated with their personal data from 
the search engine (in practice, their sur-
name and first name). 

These search engines have to erase 
links to webpages, published by third 
parties and containing information 
concerning this individual, from the 
list of results, when the conditions for 
exercising these rights are fulfilled. This 
right may be exercised in an autonomous 
manner, that is to say that exercise the-
reof may be justified even if this personal 
data is not erased from these webpages 
beforehand or simultaneously – even, 
if necessary, including cases where its 
publication on the said pages is lawful in 

Applicability of European Law 
to Google Spain, despite the fact 
that the server from which the 
complainant’s data is processed 
is located in the United States 

The second contribution made by 
the judgement consists of upholding the 
full application of European data pro-
tection rules to search engines, on the 
grounds that the latter are established on 
European territory due to the economic 
model of their activities.

Indeed, the latter are to be conside-
red as being “established” on European 
territory in accordance with article 4 (1) 
(a) of Directive 95/46/EC. The Court’s 
reasoning is as follows: processing of 
personal data indeed takes place “wit-
hin the framework of the activities of an 
establishment pertaining to the controller 
of this processing on the territory of a 
Member State”, in accordance with this 
provision, when search engines create 
branches or subsidiaries in a Member 
State intended, in this regard, to take care 
of the promotion and sale of advertising 
spaces offered by a search engine whose 
activities are aimed at the inhabitants of 
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IMPLEMENTATION OF THE RIGHT TO BE DE-LISTED:  
THE WP29 GUIDELINES

On 26 November 2014, the WP29 
adopted two documents in order to 
enable implementation of the right to be 
de-listed: on the one hand, a common 
interpretation of the judgement, and on 
the other hand, common criteria for the 
investigation of complaints addressed to 
them following delisting refusals. 

Since then, the CNIL has been using 
these tools to examine complaints sub-
mitted to it by Internet users and to 
confirm, or oppose, delisting refusal 
decisions that the latter have met with 
on the part of the search engines. In this 
respect, several important elements need 
to be emphasised.

Who can assert their right to be 
de-listed?

As recalled by the Court, the pro-
tection of individuals with regard to the 
processing of their personal data is a 
fundamental right upheld by article 8 
of the Charter of Fundamental Rights of 
the European Union. In this regard, “any 
individual” is entitled to the protection of 

itself. Indeed, if the request is granted, 
the information appearing on the source 
website does not disappear, but makes 
it impossible to find the said website 
on the basis of a search comprising, 
for example, the person’s surname and 
first name. 

Since it consists of an application 
of ordinary law to search engines, the 
right to be de-listed thus appears as a 
logical extension of these two principles 

established by case law, and not as a 
legal novelty as so often asserted.

On the other hand, the practical 
application of this judgement poses 
new questions of unprecedented scope 
for the stakeholders involved – in particu-
lar search engines, which have received 
thousands of requests since the Court’s 
judgement. 

These questions are also raised by 
the European data protection authorities, 

to which persons having exercised their 
rights directly with the search engines 
refer refusal decisions issued by the lat-
ter. In the interests of consistent imple-
mentation of the right established by the 
Court, the European authorities gathered 
together within the WP29 have adopted 
common guidelines in order to address 
these questions in a concerted manner. 

their data and may, under certain condi-
tions, be granted the delisting of informa-
tion, for example when it is out of date 
or inaccurate.

Yet, in practice, the European data 
protection authorities are led to investi-
gate requests from persons having clear 
and definite ties with the European Union, 
whether citizens or residents of an EU 
Member State. Accordingly, as far as the 
CNIL is concerned, any French national 
or person residing in France may refer to 
it following a delisting refusal.

Furthermore, as is the case for most 
rights possessed by individuals under 
the Act of 6 January 1978, the right to 
request delisting may only be exercised by 
the person concerned, third parties being 
unable to do so in their place.

How to reconcile the right 
to be de-listed and the right to 
be informed?

The question of reconciling the right to 
be de-listed, freedom of expression and 
the right of the public to have access to 

information has been repeatedly raised 
by commentators with regard to the jud-
gement by the Court of Justice.

However, the application of the right 
to be de-listed is not absolute and has to 
be reconciled with these other fundamen-
tal freedoms. The right to be de-listed is 
thus surrounded with safeguards ensuring 
balanced implementation in compliance 
with these other rights and liberties, also 
guaranteed by the European Charter of 
Fundamental Rights.

Firstly, delisting does not lead to the 
erasure of Internet content. It only pre-
vents certain pieces of information from 
appearing in search engine results listed 
on the basis of the entry of a name. The 
de-listed content thus remains available 
on the source website and can be found 
by means of requests made on the basis 
of other keywords that also appear in the 
online content. 

Indeed, listing and requests for erasure 
of content are two separate procedures, 
which do not serve the same purpose. 
Requests for delisting may thus be sub-
mitted to website editors or hosts inde-
pendently of any requests for erasure of 
information. Conversely, the fact that a 
person may have been granted the delis-
ting of a URL from a search engine does 
not release the website editors from their 
responsibility in cases where erasure 
requests are directly submitted to them. 

Secondly, delisting decisions are 
not automatic: all requests are subject 
to assessment on a case-by-case basis, 

The right to be de-listed is 
surrounded with safeguards 
ensuring balanced 
implementation in compliance 
with other rights and liberties.
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Charter of Fundamental Rights, which 
tends to uphold the right to be de-listed.

 Criteria concerning online content 
are aimed at determining whether the 
information is accurate, pertinent or, on 
the contrary, excessive. The question is 
thus examined of whether the informa-
tion is related to the person’s professional 
or private life. The listing of information 
naturally appears more pertinent when 
it falls within the professional sphere, 
although the profession exercised by the 
person concerned and the public inte-
rest in having access to this informa-
tion should be taken into consideration. 
Similarly, where any information is of an 
abusive nature, this consideration shall 
also be taken into account. Without pre-
judice to the criminal nature of such infor-
mation which might be established by a 
judge, in this case the authorities assess 
whether the information is excessive in 
nature, in the same way as they do with 
regard to any processing. Moreover, the 
question of whether or not the informa-
tion is of a sensitive nature, that is to 
say pertaining to the person’s health or 
sexual orientations, is taken into account. 
Of course, this type of information has 
greater impact upon personal privacy 
than other more ordinary data. Finally, 
although there is no obligation for the 
persons concerned to prove it, where the 
information is prejudicial or there exists a 
risk connected with the dissemination of 
the information with which the request 
is concerned, this constitutes a factor in 
favour of delisting.

 The third series of questions concer-
ning the context within which information 
is put online is aimed in particular at 

determining whether the person could not 
have been unaware of the dissemination 
of the information or if, on the contrary, it 
was put online without their knowledge, a 
consideration likely to tip the balance in 
favour of delisting. The channel through 
which the information is put online is also 
an essential element in the assessment 
of requests. Thus, the fact that a piece 
of information is disseminated by a press 
body is an important factor in the assess-
ment of a delisting request. However, this 
cannot systematically lead to the refu-
sal of delisting. This criterion needs to 
be combined with others, such as the 
length of time for which the information 
is disseminated or for which the injury is 
caused to the person. The same approach 
is adopted with regard to data put online 
in order to comply with legal obligations 
and which, in a first analysis, are not 
intended for delisting except, for example, 
if the period of communication is excee-
ded or the information out-of-date.

Apart from the fact that these crite-
ria need to make it possible to ensure 
the objective nature of decisions taken 
with regard to delisting refusals and thus 
strengthen their legal security, they also 
provide a guarantee for the standardisa-
tion of practices between data protec-
tion authorities at the European level. 
Nevertheless, these requirements also 
need to be reconciled with the need to 
consider specific national factors, whe-
ther cultural or legal, and the changing 
nature of the criteria to be taken into 
account in view of experience gained 
in the course of case-by-case investi-
gations and court decisions regarding 
delisting.

and may be rejected when, for example, 
in view of the public role of the person 
concerned, the public’s right to be infor-
med takes priority. 

For this reason the articulation 
between the right to be de-listed and the 
right of public access to information is an 
essential point to be taken into account 
by data protection authorities within the 
framework of the examination of delisting 
requests. To this end, they implement pro-
portionality investigations similar to those 
conducted on a daily basis within the fra-
mework of their activities (for example, 
in order to determine whether the data 
collected for the creation of a file is propor-
tionate in view of the intended purpose). 

Concerning the elements to be taken 
into account in order to ensure this 
“balance of interests”, the CJEU judgement 
only indicates that the predominance in 
principle of the right to be de-listed over the 
right of public access to information may 
be called into question on specific grounds, 
such as, for example, “the role played by 
the person concerned in public life”. 

On the basis of the Court’s recommen-
dations, the data protection authorities 
have put together an array of indexes to 
be applied on a case-by-case basis in 
order to deliver decisions on complaints 
referred to them in case of delisting refu-
sals. This is the intended purpose of the 
common criteria adopted by the WP29 
on 26 November 2014.

These criteria are structured around 
3 series of questions: 

 Concerning the person submitting 
the delisting request, the authorities 
firstly need to verify whether or not they 
are dealing with an individual, since this 
affects the admissibility of the procedure. 
They secondly need to determine whether 
the request concerns a person playing a 
role in public life. This criterion explicitly 
appears in the Court’s judgement, and is 
crucial for the decision-making process. 
The more a person is active and involved 
in public life, the less likely it is that the 
delisting will be granted. Finally, account 
is taken of whether or not the person 
making the request was a minor at the 
time the content was put online, since 
it is incumbent upon the authorities to 
take into account “the best interests of 
the child” established by article 24 of the 

The common criteria adopted by the WP29

The selected criteria consist of a series of questions which, combined 
with each other, make it possible to determine whether the information 
appearing in the search engine should or should not be de-listed. These 
criteria are equally concerned with persons exercising their rights 
to be de-listed, the actual content in question and the context within 
which it has been put online.

INFO +
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What scope for Internet delisting?  
Concerning the territorial scope of the 

right to be de-listed, the authorities gathe-
red together within the WP29 consider 
that, in order to give full force to the Court 
of Justice’s judgement, delisting decisions 
should be implemented in such a way 
as to effectively guarantee the protection 
of the fundamental rights of the person 
concerned and prevent the possibility of 
circumventing them. 

In this respect, limitation of delisting to 
the European extensions of search engines 
considering that users usually carry out 
searches using the national extensions 
of search engines does not guarantee the 
application of this right in a satisfactory 

manner. In practice, this therefore means 
that delisting needs to be effective on 
all of the extensions of a domain name, 
whether European or not, including (but 
not exclusively) the .com extension.

Moreover, the right to be de-listed is 
only the application of the right to object, 
established in France since the Act of 6 
January 1978 came into force, to the 
specific case of search engines. In this 
respect, the processing implemented wit-
hin the framework of the search engine is 
a single processing adapted in the form of 
national extensions (.fr, .uk, .ru, .ca etc.).

From these two considerations, it 
results that the right to object exercised 
by persons needs to be effective for all 
extensions, the latter being no more than 
“technical” access routes for a single pro-
cessing procedure.

The issues raised by this question can 
easily be illustrated by an actual case 
referred to the CNIL.

This example reveals that partial 
delisting of information leads to effective 
failure to take the rights of persons into 
account and, possibly, to the persistence 
of prejudice caused to both their personal 
and professional lives. The CNIL and its 
European counterparts will therefore be 
led to consider the response they wish 
to make to any persistent refusal on the 
part of search engines which consider that 
the application of the right to be de-listed 
to search engine extensions as a whole, 
including non-European extensions, would 
constitute an unjustified extraterritorial 
application of European law.

Principles and tools tested on 
a day-to-day basis

In 2014, Google received around 
170,000 delisting requests, of which 
almost 40,000 from France, i.e. slightly 
under 25% of the total cases submit-
ted. There is also the fact that, in many 
cases, requests for delisting concern 
several URL addresses providing links to 
the same content on the Internet. Since 

PERSONAL EXPERIENCES
A French national of extra-European origin travelling abroad requested the 
delisting of libellous and abusive content concerning him. The search engine 
concerned agreed to the delisting of this information, but solely on the basis 
of the French extension. Yet, the close relations of this person still living in 
his country of origin as well as his professional relations located outside of 
France continued to access the information in question, by entering his name. 
For this reason the person decided to submit the case to the CNIL in order 
to obtain worldwide delisting. 

... PERSONAL EXPERIENCES
 A man requested the delisting of an article published in a regional 

newspaper concerning a case of police custody, not followed by any 
conviction, dating from 1998. Google agreed to delist it.

 A woman noted that a blog was publishing data concerning her. She 
was unable to obtain the erasure of the data by contacting its author, 
since the latter no longer had access to the blog. Google initially 
refused the delisting on the grounds of public interest with regard to her 
professional competence. The CNIL took action in order to support her 
request submitted to Google, which finally delisted the link concerned.

 An Internet user noted that entering her surname and first name in 
a search engine produced links to the URLs of pornographic websites. 
Her delisting request was initially refused and subsequently accepted 
after action on the part of the CNIL.

 A man sought the delisting of a judgement published with personal 
details on an Anglo-Saxon website whereas the judgement had been 
made anonymous on the French website from which the publication 
came. Google agreed to the delisting.

 After being found guilty of a criminal offence in the first instance, 
Mr X was discharged on appeal in 2006. Following the establishment 
of the right to be de-listed in May 2014, he submitted a request to 
the search engine to delist a link appearing in the results of a search 
made on the basis of his personal identity, producing links to an article 
concerning this case. The search engine refused in the name of the 
public interest to “be aware of this pertinent information in view of 
the purpose of data processing”. Mr X therefore referred the case of 
this refusal to the CNIL, which deemed that this information had 
not been updated following his discharge and therefore caused him 
both personal and professional prejudice. Following the Commission’s 
action, the search engine delisted the hyperlink concerned in the 
European versions of the search engine.
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May 2014, the date of the Court’s jud-
gement, the search engine has thus had 
to make decisions concerning the delis-
ting of more than 800,000 URLs corres-
ponding to less than 300,000 requests 
(March 2015). Overall, in 50% of cases, 
the delisting requests were accepted by 
Google.

At the same time, the CNIL received 
138 requests in 2014, i.e. less than 1% 
of the total of the said refusals issued by 
Google. These requests concerned 702 
URL addresses (around 5 URLs per com-
plaint). There were 211 such requests in 
March 2015.

In 92% of cases, Google justifies refu-
sals on the grounds that the information 
put online is connected to the person’s 
professional activity or remains pertinent 
in view of the relevance or purpose of 
the processing, without further precision. 
These grounds may be combined with 

others, such as the fact that the informa-
tion was put online by the government 
or by the person submitting the delisting 
request or the fact that the person plays 
a role in public life.

At the end of the European consulta-
tion stage, the CNIL investigated refusals 
issued by Google and in December 2014 
sent its first delisting requests concerning 
cases for which it deemed that the search 
engine had made an assessment error.

At the same time, it continued to take 
part in the European working group on 
this issue in order to maintain a high level 
of cooperation between the authorities. 
These exchanges concerning concrete 
cases of refusal of delisting are a means 
of ensuring the consistency of the deci-
sions made. 

In view of the above, it is foreseeable 
that the handling of the issue of the right 
to be de-listed will continue in the year 
2015. 
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COOKIES: FROM 
RECOMMENDATIONS 
TO INVESTIGATION
Cookies and other tracers are techniques making it possible to follow persons via electronic 
communication services (surfing on websites, electronic mailbox, mobile applications 
etc.) in order to analyse their movements, web surfing, consumer habits etc. 

These techniques consist of reading 
or registering data on devices (compu-
ters, smart phones, tablet computers 
and video games consoles connected 
to the Internet) in order to follow the 
user’s activity. They may take various 
forms (Http cookies, “flash” cookies, 
web bugs, terminal footprint calcula-
tion or use of an identifier generated by 
a software application or present in the 
terminal) and fulfil different objectives.

Cookies can be stored and used 
by numerous stakeholders (website 
publishers, advertising agencies, adver-
tisers, social networks etc.) in order to 
serve very different purposes.

4 main families of cookies can be 
distinguished:  
 cookies linked to operations concerning 

targeted advertising (cookie making it 
possible to determine which pages/
emails have been consulted, for how 
long, from which site visitors arrive and 
their socio-demographic data etc.);
 audience measurement cookies make 

it possible to assess site traffic, most 
visited pages, pages from which the 
Internet users concerned arrive etc. in a 
statistical form and thus capitalise on a 
website audience;
 social networking tracking cookies 

generated by “social network share 
buttons”
 “technical” cookies having the bene-

fit of exemptions, serving the exclusive 
purpose of enabling or facilitating electro-
nic communication, or strictly necessary 
for the provision of a service expressly 

An amendment of the rules applicable 
to tracers resulted from the reform of the 
body of European rules known as the 
“Telecoms Package”, during which the so-
called “privacy in the electronic communi-
cation sector” directive (2002/58/EC) was 
amended (by directive 2009/136/EC). 

This directive was transposed into 
French law in an ordinance published 
on 24 August 2011; (referred to as the 
“Telecoms Package” order) which, in par-
ticular, amended article 32 II of the Act 
of 6 January 1978;. 

Under the rule of the former article 32 

requested by the user (shopping basket 
cookies for e-commerce websites and 
cookies for authentication of the user’s 
identity on online services, session tra-

cers created by multimedia players and 
continuous user interface personalisation 
tracers etc.). 

Cookies
To date, the most common tracer is the cookie. This is a file containing, 
as a minimum, an identifier (single number enabling individualisation 
of the user of the device) and the name of the server which sent it. 
These files are placed when Internet users make requests to the web 
servers of Internet sites they are interested in for the display of their 
content. The server then transmits the code to be executed, which not 
only contains the elements of the page to be displayed, but also other 
content such as images and cookies, as well as instructions for the 
placing or updating of cookies. Cookies are thus generated and then 
sent by the server of the web service visited at the time of the first visit 
and on each subsequent visit.

INFO +

DEVELOPMENT OF THE LEGAL 
FRAMEWORK 

http://legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000024502658&categorieLien=id
http://legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT000024502658&categorieLien=id
http://www.cnil.fr/fileadmin/documents/en/Act78-17VA.pdf
http://www.cnil.fr/fileadmin/documents/en/Act78-17VA.pdf
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Article 32-II of the Act of 6 January 
1978 henceforth provides that “any subs-
criber or user of an electronic communi-
cation service shall be informed in a clear 
and comprehensive manner by the data 
controller or its representative, except if 
already previously informed, regarding: 
 the purpose of any action intended to 

provide access, by means of electronic 
transmission, to information previously 
stored in their electronic connection termi-
nal device, or to record data in this device;

 the means available to them to object 
to such action.
 Such access or recording may only be 

carried out provided that the subscriber or 
user has explicitly expressed, after recei-
ving said information, their agreement 
that may result from appropriate para-
meters in their connection device or any 
other system under their control. 

These provisions shall not apply if 
the access to data stored in the termi-
nal device of the user or the recording 

II of the Act, all that was required was 
information concerning the purpose of 
the processing and the way to opt-out of 
tracers. Henceforth, prior informed agree-
ment to opt-in on the part of the Internet 
user is obligatory before any access or 
registering of data on their terminal.

On the basis of this change in the law, 
the CNIL published a first set of practical 
fact sheets in 2012 intended for Internet 
professionals, in order to make it easier 
for them to bring themselves into line 
with the new regulations.

This provided an opportunity for the 
CNIL to make its position known concer-
ning certain audience measurement coo-
kies regarded as being eligible, under 
certain conditions, to have the benefit of 
technical cookies status.

In order to facilitate the implementa-
tion of the new legislation in the face of 
continuing practical difficulties, the CNIL 
decided to create a consultation group 
with the principal professional organi-
sations concerned. This group therefore 
brought together website editors, adver-
tising agencies and advertisers.

In 2013 the working group met regu-
larly in order to discuss and elaborate 

operational solutions to the benefit of 
professionals according to the expressed 
requirements.

On 5 December 2013, the CNIL 
published a recommendation concer-
ning Cookies and other trackers. This 
recommendation was accompanied by 
the publication of numerous explana-
tory details, fact sheets and compliance 
tools. 

of information in the terminal device of 
the user is:
 either exclusively intended to enable or 

facilitate communication by electronic 
means; or
 strictly necessary for the provision of 

an online communication service at the 
user’s express request”.

The recommendation published by the 
CNIL on 5 December 2013 specifies the 
scope and practical consequences of this 
new provision, whether in terms of the 
technologies concerned, the methods of 
obtaining the persons’ informed consent 
or the exercise of their right to object.

THE RECOMMENDATION IN PRACTICE  

TO BE 
NOTED

The free, specific and informed agreement provided for by article 
32 II therefore means:
• absence of placement of cookies and other tracers at the time of 
arrival on the website, insofar as the person has not expressed a 
choice;
• provision of effective, easily usable tools for comprehensive 
objection.
Once consent has been obtained for the placement of a cookie 
corresponding to a given purpose, the first level of notification 
(banner) may disappear. Conversely, notification of persons 
by means of a dedicated section (2nd level) needs to remain 
easily accessible, in particular in order to provide them with the 
possibility of objecting to follow-up at any time. The length of 
the consent depends upon that of the tracer concerned. The CNIL 
recommends a maximum period of 13 months, at the end of which 
the cookie shall be erased and the consent renewed.
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Audience Measurement Cookies Exempted 
from the obligation to obtain the User’s 
Consent  

In accordance with an opinion of the Article 29 Working Party (bringing 
together the European data protection authorities), the CNIL organised 
the rules governing audience measurement cookies. 
Aware of the need for editors to know their website or application audience, 
in particular in order to organise their content or detect browsing problems, 
the CNIL exempts techniques combining the following characteristics from 
the obligation to secure the user’s consent (but not from the prior provision of 
information and the right to object a posteriori): 
• their purpose is limited to measurement of the audience of the displayed 
content in order to enable assessment of the content published and of the 
ergonomics of the site or application;
• the use of the cookie placed is strictly limited to the production of 
anonymous statistics;
• the data collected is not crossed with other processing (e.g. client files or 
statistics of visits to other websites); 
• the scope of the cookies used is limited to one single editor and does 
not enable the web navigation of a person using different applications or 
browsing on various different websites to be followed; 
• any IP addresses that may be collected for the purposes of geolocation do 
not make it possible to locate the connection more precisely than the town in 
which it is made (by means of the erasure of the first two octets if necessary) 
and are erased once the geolocation has been effected; 
• the cookies used, as well as the information collected through them, are not 
stored for longer than 13 months.

FOCUS
The Scope of Article 32.II 

Generally speaking, article 32 II not 
only applies to cookies placed by web-
sites, but also to any technology, making 
it possible to trace electronic communica-
tions service users by accessing the infor-
mation contained in their equipment or by 
registering information in the said equip-
ment, whatever its nature (smartphone, 
mobile telephone, tablet computer, laptop 
or desktop computer etc.) and whether 
tracing is effected in the virtual (Internet) 
or natural (movement of persons) world. 

Only tracers required for the provision 
of services requested or for the trans-
mission of communication initiated by 
the Internet user are entirely exempted. 
Moreover, certain audience measurement 
cookies have the benefit of less restric-
tive rules.

Moreover, tracing mechanisms are 
used by numerous stakeholders, at 
different levels, whether during their 
installation, the collection of informa-
tion, the enrichment of this information, 
the analysis thereof or transmission to 
other stakeholders etc. These stakehol-
ders become legally responsible when 
they use the data collected on their own 
behalf. 

For example, website editors decide 
upon the tracers sent from their sites and 
facilitate placement and reading thereof 
by their partners, who in turn decide upon 
the use to be made of these cookies etc. 
Based on that, the CNIL considers them 
to be jointly responsible. 

Moreover, it is important to note that, 
although the Directive and the law are 
aimed at the whole of the information 
read or registered on a user’s termi-
nal without distinction, data collected 
through tracers is of a personal nature. 
Indeed, the primary purpose of tracers 
is to single out the person. Information 
collected through them is inevitably 
linked to the person and in this sense 
constitutes personal data, the processing 
of which is required to comply with the 
French Data Protection Act as a whole, 
particularly in terms of provision of 
information to the person concerning 
the parties receiving their data and the 
regulation of transmission thereof, inclu-
ding when stakeholders established in 
countries not offering an adequate level 
of protection are involved.

Obligations Resulting from  
Article 32 II

Every person has to be informed of the 
purpose of tracers and be able to refuse or 
accept them (and therefore express their 
choice without any ambiguity) before ins-
tallation thereof. They also need to be 
able to go back on their agreement at 
any time. 

By means of its recommendation of 
5 December 2013, the Commission 
recalled that consent above all needs to 
“be manifested by means of a positive 
action on the part of persons having been 
informed beforehand of the consequences 
of their choice and having the means to 
exercise it”. Professionals need to be 
guided by these principles in the choice 
of user-friendly and ergonomic solutions, 
which the CNIL will examine in concreto.

In practice, the CNIL proposes a two-
stage procedure for website editors: the 
first stage consists of direct and imme-

diate notification of Internet users, at the 
time of their arrival on the website, of 
the means for expressing their consent 
and of its scope. When this involves clic-
king upon an image or deliberately scrol-
ling down the first page consulted, the 
Internet user needs to be fully aware of 
the consequences of their action in order 
for them to manifest their agreement to 
the placement of cookies.

This first stage (in terms of immediate 
notification of Internet users) needs to 
include redirection to a page correspon-
ding to the second stage of the procedure 
put forward by the CNIL, specifying the 
purpose of the tracers and the manner of 
objecting to them before and after place-
ment thereof.

No tracer should be used, subject 
to exceptions, before the person has 
expressed their choice, either by accom-
plishing the action indicated in order to 
express their agreement (continuation of 
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browsing, clicking on a link etc.) or by 
refusing the presence of tracers, using 
the means placed at their disposal on 
the second notification page.

In any case, the Internet user’s agree-
ment will only be valid if they have a 
simple and intelligible means at their 
disposal of objecting to each family of 
cookies, before continuing their brow-
sing. Failing this, access to the website 
(and continuation of browsing) would 
mean forced acceptance of tracers, and 
of advertising tracers in particular. Yet, 
the agreement required by article 32-II 
needs to be manifested in a “free, spe-
cific and informed expression of will”. 
Internet users’ choice cannot be consi-
dered free if they are unable to express 
their refusal without incurring negative 
consequences, such as impossibility of 
accessing the site. 

The expression of agreement by a per-
son continuing to browse (for example) 
will not therefore be considered valid: 
 if the means at their disposal in order to 

refuse tracers and, through this means, 
express their choice, are incomplete, inef-
ficient or unintelligible, 
 if they are obliged to accept cookies in 

order to gain access to the site.
All these principles may be transposed 

to smartphone, smart TV and e-reader 
software applications, etc.

In practice, it is therefore essential to 
check the effectiveness of the proposed 

system, whether involving the mana-
gement of tags via a tool controlled by 
the website editor or advertising agency 
or, again, by configuring a tool at the 
Internet user’s disposal. With regard to 
the approach used, the explanation needs 
to be clear and complete, and general 
references to the settings of the Internet 

user’s web browser are not necessarily 
sufficient. The system’s effectiveness 
presupposes checking that the said set-
tings enable Internet users to express their 
choice in a differentiated manner, for each 
major family of cookies, without prejudi-
cing their browsing comfort. 

By way of example, redirection to set-
tings cannot be satisfactory if it concerns 
advertising cookies internal to the site 
(first-party cookies). Indeed, numerous 
browsers only offer two options in terms 
of objection, insofar as they identify coo-
kies according to their origin rather than 
their purpose (internal or external origin 
in relation to the site). Yet, internal coo-
kies may meet different technical requi-
rements, upon which site access and 
browsing comfort depend. Refusal of 
first-party cookies, without any distinction 
with regard to their use, may seriously 
hinder the Internet user’s browsing and 
compromise supply of the requested ser-
vice. The Internet user’s agreement is not 
free in such cases.

Similarly, as things stand, the brow-
ser’s settings only enable management 
of “HTTP cookies” and does not provide 
any solution regarding “Flash cookies”, or 
fingerprinting techniques for example. 

No tracer should be 
used, with the occasional 
exception, before the person 
has expressed their choice.

Illustration of the Two-Stage Procedure 
on a Commercial Website 
1st stage: display of a full notification banner on arrival on the website, 
stating “By continuing to browse this website, you agree to our use of 
cookies in order to offer advertisements better adapted to your centres 
of interest and for statistical purposes. For further information and set 
cookies (hypertext link)”. 
2nd stage: the section accessible via the “further information” link 
enables refusal of all or part of the Cookies requiring the granting of 
consent in a simple and intelligible manner.

INFO +

Fingerprinting 
“Fingerprinting” consists of generating the fingerprint of a terminal 
(computer, smart phone, and tablet computer) on the basis of information 
stored inside it, such as the versions of certain software programmes or 
the fonts installed. Apart from the version of the browser and operating 
system, any other information has to be explicitly requested by the server 
which, for this reason, accesses information stored inside the terminal.
Contrary to tracing through cookies, fingerprinting does not require the 
storage of information on the user’s terminal. 
The same obligations should apply with regard to the obtainment of 
consent. In 2013, the CNIL recommendation stated that it was necessary 
to obtain users’ consent before taking the fingerprint of their browsers, 
except where this technique is needed in order to supply services 
requested by the user. The recommendation published by the WP29 
confirmed this interpretation of the European directive. 

INFO +
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Do Not Track 
Certain Internet users do not want to have to systematically indicate their refusal of cookies, when navigating on 
the Internet, at the time of their visit to each website, especially if they erase their cookie after each visit. In order 
to enable them to indicate their preference directly in their browser and thus avoid having to subsequently give it 
again, a working group of the W3C (consortium publishing Internet standards) worked for several years upon the 
DoNotTrack (DNT) mechanism. This mechanism, which is already present in many browsers, takes the form of a box 
to be ticked in your web browser and centralises consent requests. 
Although it was rapidly accepted by browsers, very few sites comply with this preference when Internet users have 
completed it, since the DNT has not yet been fully standardised. In 2014, consensus was reached with regard to 
technical standardisation, and a public consultation was opened on this proposed standard. In its recommendation 
on cookies and other tracers, the CNIL clearly indicated that websites need to take DNT signals sent by Internet 
users into account. The final standardisation of the DNT mechanism should come into effect in 2015, so that sites 
may rapidly adopt it.

INFO +

Cookies and tracers remain a myste-
rious concept for many Internet users. In 
order to help them to gain a better unders-
tanding of the principles of operation and 
issues of tracing on the Internet, the CNIL 
places tools, files and educational videos 
at their disposal on its website, at an easily 
memorable address: www.cnil.fr/cookies 
(www.cnil.fr/en/vos-droits/vos-traces/
the-cookies/). 

The pieces of advice in question are 
immediately applicable by Internet users: 
they provide simple solutions to configure 
one’s browser, adding extensions to brow-
sers, controlling cookies resulting from the 
presence of social networking buttons and 
blocking the loading of resources from 
third-party sites, when Internet users 
consult websites.

Although, in the long term, they can-
not replace mechanisms for consent and 

objection to the placement of cookies 
by websites, browser extensions enable 
Internet users to object to the placement 
of certain cookies on all websites. The 
CNIL has studied the vast panorama of 
proposed solutions, ranging from tools 
blocking all types of external content (tools 
which may be very difficult to configure) to 
tools blocking all advertisements, via tools 
specialised in blocking third-party cookies. 

Moreover, it follows the deployment of 
tracing technologies, such as fingerprin-
ting (see text box), and endeavours to list 
tools enabling the detection of these new 
techniques.

The CNIL offers tools for the 4 most-
used web browsers. Depending upon their 
web browser, Internet users are redirected 
to the dedicated page in order to confi-
gure their browsers for systematic blocking 
of “third-party cookies” (the most-used 
cookies for the purposes of following web 
navigation, for targeted advertising in par-
ticular) and for the installation of tools 
making them more difficult to trace.

As far as tools requiring special settings 
are concerned, such as the management 
of “Flash cookies”, settings thereof are 
also presented. A dedicated section for 
smartphones and other mobile terminals 

SUPPORTING INTERNET USERS 

http://www.cnil.fr/en/vos-droits/vos-traces/the-cookies/
http://www.cnil.fr/en/vos-droits/vos-traces/the-cookies/
http://www.cnil.fr/en/vos-droits/vos-traces/the-cookies/
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The CNIL responds by telephone and 
mail on a daily basis to technical, as 
well as legal and professional questions 
concerning the application of article 32 II. 
At the time of these responses the appli-
cability of the law to numerous tra-
cing techniques, the prior character of 
consent, the forms in which the latter 
can be expressed and the precision of 
the information to be supplied to Internet 
users etc. are recalled.

This dimension of advice and support 
for bringing data controllers into line is 
one of the CNIL’s missions. To this end, 
it relies upon the needs expressed by pro-
fessionals, while also taking any difficul-
ties encountered into account, in order 
to provide concrete solutions and bring 
them into general use whenever possible.

Similarly, the professional bodies with 

On 11th July 2014, the CNIL 
announced on its website that investi-
gations concerning cookies and other tra-
cers would be conducted from the month 
of October.

Use of the Whole Range of 
Investigations

The investigations carried out for 
the most part concerned websites, but 
verifications were also conducted with 

has also recently been made available. It 
lists the principal tools available for these 
platforms. The CNIL remains attentive to 
Internet users and studies the different 
tools they recommend to it.

Finally, the CNIL has made a tool avai-
lable on its website – known as Cookieviz 
– making it possible to visualise the coo-
kies placed during web navigation in real-
time and measure the extent of tracing. By 
installing it, Internet users are able to dis-

which the CNIL has established ongoing 
exchanges on the question of tracers since 
the adoption of article 32-II, have widely 
disseminated the principles resulting from 
the recommendation to their members. 
This has been manifested by the publi-
cation of the White Paper and the “FAQ” 
(frequently asked questions) intended to 
accompany professionals in their proce-
dures for establishing compliance.

In order to support site editors in a very 
practical manner, the CNIL provides tools 
that do not require consent or, when this 
is not possible, consent request scripts.

In order to help the numerous Google 
Analytics users, the CNIL makes a 
consent request script available on its 
website, specially adapted to this site traf-
fic measuring service provided by Google. 
A simple copy-paste enables site editors 

third-party stakeholders acting in trac-
king processes in connection with cookies 
(advertising agencies in particular).

The investigations were princi-
pally conducted within the framework 
of the new online control powers (see 
appendix).

However, the CNIL also relied upon:
 on-site investigations, in the premises 

of the company;

to block cookies from Google Analytics 
when Internet users do not give their 
consent, and to erase them if they decide 
to object to them. This script changed in 
the course of the year, in order to take the 
comments of different site editors into 
account. Moreover, voluntary contribu-
tors have improved this tool through the 
collaborative list put in place on Github 
(collaborative projects manager).

Moreover, the CNIL lists free and open 
source tools which enable site editors to 
bring themselves into line with its recom-
mendation. Sites may thus be brought 
into compliance at the lowest cost and in 
an open manner, since the recommended 
tools are verifiable.

Since bringing into compliance is 
a dynamic process and technology is 
constantly changing, the professional 
bodies and the CNIL are continuing 
their dialogue and cooperation in order 
to provide appropriate responses to new 
questions. 

cover the hidden side of their web naviga-
tion, see the addressees and data received 
when they visit news, e-commerce and 
social networking websites and identify 
the potential cross-referencing. 

CookieViz has been downloaded more 
than 100,000 times. It is an open source 
tool whose application code is freely acces-
sible and may be modified or enriched by 
any person wishing to contribute. 

SUPPORTING PROFESSIONALS 

FROM AUDITING TO INVESTIGATION 27
ONLINE INVESTIGATIONS

24
ON-SITE INVESTIGATIONS

2
HEARINGS
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 summons for hearing at the CNIL 
offices;

The facts ascertained during online 
and on-site investigations, and within the 
framework of hearings, were recorded 
in investigation reports, also comprising 
appended documents: website screen 
copies, copies of legal information and/
or general conditions, recording of coo-
kies placed on the terminal at the dif-
ferent stages of navigation, source code 
of certain Internet pages and capture of 
HTTP headings. Finally, in certain cases, 
requests for information or additional evi-
dence were sent to the site editors, the 
latter having a limited deadline to res-
pond to them.

Technical Specifications prior 
to Verification

The configuration of the environment 
required for the establishment of online 
findings concerning cookies and other 
tracers was rigorously defined. Indeed, 
since cookies and tracers are not directly 
“visible” to Internet users, tools were used 
in order to detect them. Furthermore, cer-
tain elements of the configuration of the 
terminal used for web navigation were 
taken into consideration insofar as they 
may generate or, conversely, block the 
placement or reading of cookies and other 
tracers. Such is the case, for example, of 
certain extensions and certain elements 
of configuration present in the web navi-
gation software used.

Points of Verification and Breaches 
Ascertained
• Type of Tracers Used

The first point analysed at the time of 
investigations concerned the type of tra-
cers used by the website: are these HTTP 
cookies, local shared objects (“Flash coo-
kies”) or fingerprinting techniques etc.? 

HTTP cookies are currently the most 
frequently used, although the other afore-
mentioned techniques, which also come 
under article 32-II of the French Data 
Protection Act and require the granting of 
consent by persons depending upon the 
purpose, were also observed. This last 
point is often little-known, certain editors 
and advertising agencies, believing that 
using other tracing techniques enables 
them to avoid the field of application of 
the law.

• Purpose of Cookies
The second point of verification 

concerned the purpose of cookies and 
other tracers, since this determines whe-
ther or not the Internet user’s consent 
is required. The investigations conduc-
ted show that, in most cases, websites 
use cookies requiring the obtainment of 
consent, such as those connected with 
targeted advertising and share buttons 
on social networks. Those which do not 
use them are sites based upon an eco-
nomic model requiring payment from the 
Internet user, which are based upon an 
audience measurement solution comp-
lying with certain conditions (notification 
of persons, right to object to the tracer, 
purpose of tracer limited to audience 
measurement, limited geolocation and 
lifespan of tracer of less than or equal to 
13 months). 

In some cases, cookies, lack or no 
longer have any purpose! Indeed, cer-
tain websites have so many advertising 
service providers acting on their pages 
that they “forget” to halt the latters’ trac-
king systems at the end of the services. 
Technically, pieces of source code (refer-
red to as tags) continue to be executed on 
the webpage and, without any purpose, 
trigger the reading and placement of 
cookies implemented by a third-party 
company’s IT servers. This quite wides-
pread problem is referred to using the 
term “obsolete tags”.

• Procedures for Obtaining Consent 
When the intended purpose of the 

cookies used requires consent on the 
part of the internet user, which is the 
most common scenario, the CNIL then 
investigates the procedures for obtaining 
consent. Is consent obtained in an effec-
tive manner? What is the quality, visibility 

359 Cookies 
Placed on the 
Homepage of a 
Press Website!

Extract from findings 
report:
We note 5 minutes 
after arrival on 
the aforementioned 
homepage, without 
having made any “click” 
and having scrolled 
down the page, the 
placement of more than 
150 additional cookies;
We note at this stage 
a total number of 
359 cookies (see 
document no. 3);

Cookies are almost always placed 
at the moment of arrival on the 
homepage of the website without 
the Internet user’s consent.

!
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and simplicity of the notification concer-
ning cookies and other tracers? What are 
the consequences in case of refusal of 
consent? Can consent be withdrawn at 
any time? 

Today, the majority of high-audience 
sites have put in place a notification ban-
ner with obtainment of consent in two 
stages. The content of the notification 
banner is in most cases in accordance 
with the stipulations of the recommen-
dation concerning “cookies and other tra-
cers” of the CNIL (art. 2). However, the 
investigations have shown that cookies 
are almost always placed at the moment 
of arrival on the homepage of websites 
and in the absence of any action on the 
part of the Internet user, that is to say 
without waiting for their consent.

The way in which Internet users 
express their agreement to the placing 
and reading of certain cookies was also 
analysed: by a click, by continuing brow-
sing after reading a 1st banner, by scrol-
ling down the page etc.

In some cases, the procedures for 
obtainment of consent do not appear to 
be valid due to negative consequences 
for the person in case of refusal. Several 
websites inspected thus propose the bloc-
king of all cookies from Internet users’ 
browsers as the sole means of objection, 
without the possibility of choice accor-
ding to purpose. Yet, these same websites 
specify in their notification information 
that this blocking makes it impossible to 
create an account on, connect to, or make 
a purchase from the website… 

• Cookie Lifespan
The verifications made also concerned 

the lifespan of cookies. The Commission’s 
recommendation provides for a maximum 
lifespan of 13 months. Yet, numerous 
cookies have lifespans of greater than 
or equal to 2 years, and sometimes even 
10 years.

• Security Flaws
Moreover, these investigations also 

highlighted the fact that poor use of coo-
kies may lead to security flaws. Indeed, 
although cookies often store data of a per-
sonal nature indirectly enabling identifi-
cation (e.g. single user identifier number) 
or data that is a priori scarcely intelli-
gible, they are sometimes used to store 

data “plainly and simply” enabling direct 
identification: surname/first name, email 
address, login etc. This case was encoun-
tered on two occasions on high-audience 
websites which had nonetheless endea-
voured to make their registration forms 
secure by means of the use of the HTTPS 
protocol. Yet, the storage of data captu-
red in a cookie results in the “plain and 
simple” transmission thereof on each 
subsequent HTTP request. There is no 
assurance therefore of any confidentiality 
for the transmission of data despite the 
use of a secure protocol on the pages 
hosting the forms.

Follow-Up
On the basis of findings made wit-

hin the framework of investigations of 
the use of cookies, the CNIL is likely to 
adopt orders, or even sanctions in relation 
to bodies against which breaches of the 
law have been ascertained. These pro-
cedures may, if circumstances so justify, 
be accompanied by public announcement 
measures. 

Cookies Sweep day 
The CNIL took part in a “Cookies Sweep Day” at the European 
level aimed at verifying methods of notification and obtainment 
of consent from Internet users. This operation, which takes 
place outside of any formal investigation measures, is aimed 
at establishing comparison of practices at the European level. 
It enabled the CNIL to audit 100 websites between 15 and 
19 September 2014.

INFO +
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DRONES AND PRIVACY: A 
FRAMEWORK TO BE INVENTED 
Whether with regard to individual users, companies or public authorities, drones have 
undergone exponential growth in the course of recent months. Today, these mobile 
platforms, equipped with numerous captors, are used or planned for applications as 
wide-ranging as leisure activities, services (whether commercial or not), photography 
and logistics, as well as the surveillance of infrastructures. 
Two years ago, the CNIL initiated forward planning reflection1, which also extends to the 
European and international level. 

1 / See Innovation et Prospective n°6 : Drones, innovations, vie privée et libertés individuelles, December 2013. 
http://www.cnil.fr/fileadmin/documents/La_CNIL/publications/DEIP/LettreIP6.pdf - 2 / CHAMAYOU, Grégoire. 
Théorie du drone. Paris: La Fabrique, 2013, 363 p. - 3 / The decrees of 11 April 2012 concerning “the design of 
civil aircraft travelling without anybody on board, the conditions of the use and the required capacities of persons 
using them” and “the use of airspace by aircraft travelling without anybody on board” are currently being updated 
by the DGAC and their amended version is expected for 2015. - 4 / Official website of the DGAC, consulted in 
January 2015: http://www.developpement-durable.gouv.fr/Exploitants-Effectuer-des

THOUSANDS OF DRONES “FOR EVERY 
PURPOSE”  

Until recently, drones were still seen 
by the public at large as being either 
weapons of war or, – on the contrary 
–, toys. In the first case, they are asso-
ciated with such enormous capacities 
range, intrusion, strike power and stealth 
that they appear almost unreal2; in the 
second case, on the contrary, their use is 
so limited that they bear a greater resem-
blance to an innocent remote-controlled 
game. 

The spectacular growth of the use of 
civil UAVs in the domain of companies 
and public authorities, as well as the 
exceptional expansion of leisure uses, 
has considerably changed the situation. 
One of the most tangible signs is the 
multiplication of questions referred to 
the CNIL, whether with regard to com-
panies wishing to use them or private 
individuals worried about them, as well 
as the media which are raising ques-
tions about the extent of their use and 
any associated risks.

Uses by the public authorities: 
new surveillance and crisis 
management mechanisms 

Historically, States themselves were 
the first users of drones. The military ori-
gin of drones could not but involve more 
or less rapid development of double uses 

according to the means and requirements 
of the public authorities. 

Requirements of public security, main-
tenance of order and border surveillance 
as well as civil security, emergency assis-
tance to persons and crisis management 
can be fulfilled by drones. However, in 
most cases, drones only supplement an 
existing array of facilities, for the replace-
ment of helicopters for example. 

Uses by professionals and 
companies, in all sectors and for 
a very wide range of purposes. 

Uses by professionals are also rapidly 
expanding, both in terms of the number 
of operators, types of equipment and 
cases of use. 

French regulations concerning these 
activities3 enable the French Civil Aviation 
Authority (DGAC - Direction générale de 
l’aviation civile) to have figures at its 
disposal concerning professional opera-
tors of drones, the latter being invited 
to declare themselves to this Authority. 

On 31 December 2014, 1,256 pro-
fessional operators had already been 
declared4. Since certain operators have 
different drones, several thousand profes-
sional drone apparatuses have begun to 
populate the French skies in the past few 
years. Moreover, the number of operators 
and drone devices in activity will probably 
continue to increase significantly.

Professionals offer their services to 
private individuals and, more often than 
not, to other professionals: helping far-
mers to understand the characteristics of 
their plots, enabling operators of major 
engineering works (such as dams) to 
accomplish inspection missions at the 
lowest cost, providing new surveillance 
capacities to operators of major networks 
(high tension lines, railway tracks) etc.

The imagination of operators appears 
to be unlimited at present. Although ove-
rall drones are preferred for dangerous 
or monotonous missions, new devices 
capable of carrying larger useful loads 
open the possibility of hundreds of new 
applications. Thus, although surveillance 
and security missions are a natural use 
for drones with regard to their characte-
ristics (stealth, access to barely acces-
sible areas, pick up from a culminating 

http://www.cnil.fr/fileadmin/documents/La_CNIL/publications/DEIP/LettreIP6.pdf
http://www.developpement-durable.gouv.fr/Effectuer-des-activites
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5 / Official website of Parrot, financial information: http://www.parrotcorp.com/en/
financialpublications/initialearningsguidancefor2014andstrategyfor2015 - 6 / Source: Official 
website of the DGAC, consulted in January 2015: http://www.developpement-durable.gouv.fr/
Exploitants-Effectuer-des.html - 7 / Xerfi, Le marché des drones civils, March 2014 http://www.xerfi.
com/presentationetude/Le-marche-des-drones-civils_4EEE15

point etc.), drones cannot be assimila-
ted to simple “flying video surveillance 
cameras”. 

Uses of recreational drones by 
private individuals: towards 
making users more aware of their 
responsibilities

In the same way as the professional 
market was formed within a few months, 
drones for leisure activities are no lon-
ger reserved to enlightened amateurs of 
model aircraft, but have become items 
of mass consumption and an attractive 
leisure activity for the general public. Two 
convergent trends have enabled this radi-
cal change. 

In the first place, the development of 
a very large number of cheap drone-toys 
was based upon the omnipresence of 
smartphones, the latter becoming tools 
for steering and control of the drone. 
According to the information made public 
by the French company Parrot, the lat-
ter would have sold 700,000 drones to 
the general public in 20145. However, 
Parrot is not alone in this market: on 
5 January 2015, 73 French manufac-
turers of drones had been declared to 
the DGAC6. A recent study by the Xerfi 
Institute7 also estimates that the turnover 
of French drone manufacturers and ope-
rators, which reached 100 million euros 
in 2013, is set to triple by 2015 reaching 
288 million euros.

In the second place, the rise of HD 
movie cameras for leisure use is an 

1,256 professional 
operators of drones 
on 31 December 
2014 in France 
according to 
the DGAC.

“DIY Drones”: innovation platforms 
available to all  
From the time of its letter Innovation et Prospective of 
December 2013, the CNIL has been calling attention to the 
“DIY friendly” aspect of drones. The mechanical and electronic 
components useful for drones are henceforth very easy to find 
and inexpensive. Motors, propellers and structures can be found 
on the market for low prices and the explosion of the market 
for associated items has also rendered the computational part 
of drones less and less expensive: a calculation plan, a few 
sensors (accelerometers, gyroscopes etc.) also present in 
smartphones, radio communication… and hey presto! A home-
made “DIY Drone”! 
The pool of persons potentially able to produce drones and 
to invent uses for them is therefore considerably increasing. 
Hackathons devoted to drones and places (makerspaces and 
fablabs) devoting a part of their activity to these projects are 
blossoming, such as the FlyLab de La Paillasse, in Paris. This 
constitutes a part of tomorrow’s uses in the course of invention 
and testing. These channels of exploration of emerging ideas 
are, for the CNIL, a means of engaging in forward-looking 
reflection, around the issue of increasing autonomy of drones, 
their work “in mass” and in detail and the ethics of robotics. 

INFO +

“A drone is not a flying 
object, it’s a smartphone 
with wings.”

http://www.parrotcorp.com/en/financialpublications/initialearningsguidancefor2014andstrategyfor2015
http://www.parrotcorp.com/en/financialpublications/initialearningsguidancefor2014andstrategyfor2015
http://www.developpement-durable.gouv.fr/Effectuer-des-activites
http://www.developpement-durable.gouv.fr/Effectuer-des-activites
http://www.xerfi.com/presentationetude/Le-marche-des-drones-civils_4EEE15
http://www.xerfi.com/presentationetude/Le-marche-des-drones-civils_4EEE15
http://www.cnil.fr/fileadmin/documents/La_CNIL/publications/DEIP/LettreIP6.pdf
http://www.cnil.fr/fileadmin/documents/La_CNIL/publications/DEIP/LettreIP6.pdf
http://v2.lapaillasse.org/?lp_project=flylab
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obvious corollary of the expansion of the 
market of drones for the general public8. 

Hundreds of thousands of videos of 
drones flying around dwellings in urban 
areas are thus broadcast on online video 
sharing platforms. This is not without 
risks with regard to respect for privacy, 

in so far as drones become increasingly 
stealthy and their users are not always 
in immediate proximity to the device, 
preventing persons filmed from inqui-
ring about their rights. Increasing drone 
users’ awareness of their responsibilities 
is therefore essential. 

DRONES AND PRIVACY: QUESTIONS THAT ARE FAMILIAR IN 
PRINCIPLE AND UNPRECEDENTED IN THEIR FORMULATION 

An existing legal framework 
whose terms of application require 
rethinking  

The specific questions raised by 
drones with regard to privacy do not at 
first sight appear to be new. Video sur-
veillance/video protection, the picking up 
of sounds, or even of Wi-Fi connection-
type data and capture thereof by third 
parties are far from being unfamiliar. On 
the other hand, what is new is the change 
to a mass scale of inherently mobile and 
discreet devices, which include three 
essential operational parameters: 
1. a high altitude vantage point offering 
them access to places normally difficult 
to access; 
2. unobtrusiveness (low sound levels, 
small size, distance); 
3. the “useful load” (embedded sensors 
and calculation capacity), which consti-
tutes the intelligent heart of the device.

Yet, the legal framework was not spe-
cifically written for devices of this kind. 

However, three legal bodies of texts, 
of general relevance, can be usefully cal-
led upon:
 The first and most obvious is the general 

framework of article 9 of the Civil Code, 
which protects privacy. It is thus not 

permitted to film one’s neighbours from 
one’s window with one’s smartphone or 
with a drone. However, the distance of 
shots does not always make the prohi-
bition so perceptible.
 The second framework is that of the 

French Data Protection Act, with which is 
the CNIL’s mission to ensure compliance. 
The growth of professional uses of drones 
(and even of certain private uses which 
might overstep the framework of exemp-
tion for strictly personal use provided for 
by the law, in particular when a video is 
placed online9) will necessarily increase 
the number of activities subject to this 

framework and its rules. The require-
ments of honesty in the collection of 
data and notification of persons as well 
as respect for their rights are essential, 
as in the case of any processing of data 
of a personal nature. 
 The third framework, which naturally 

comes to mind is that of video surveil-
lance/video protection and of the Interior 
Security Code (Code de la sécurité inté-
rieure), which in particular take up the 
obligations of notification of persons, as 
well as the right of access, for all devices 
used on the public highway or in places 
open to the public. 

700 000
DRONES FOR THE “GENERAL 
PUBLIC” SOLD WORLDWIDE 
BY THE FRENCH LEADER OF 
THE SECTOR IN 2014

73
FRENCH MANUFACTURERS 
OF DRONES FOR CIVIL USE 
ACCORDING TO THE DGAC  

8 / Moreover, numerous drones for the general public enable movie cameras of this type to be placed on board. -  9 / See Court of Justice of the European Union C-212/13, 
judgement of the Court (fourth section) of 11 December 2014 “František Ryneš contre Úrad pro ochranu osobních údaju”
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WHAT SOLUTIONS TO COMBINE INNOVATION AND 
PROTECTION OF THE RIGHTS OF PERSONS?  

In the search for operational solutions, 
it is counter-productive to artificially set 
protection of privacy against innovation. It 
is not solely a question of protecting per-
sons against the risks of technologies, or 
of making the latter more socially “accep-
table”, but of avoiding growth in voluntary 
or involuntary violations of rights relating 
to the persons in the future. 

In this spirit, the CNIL has initiated 
work with a clear objective: the regula-
tory framework needs to both trace out 
red lines and provide a space for liberty 
of innovation with regard to these appa-
ratuses, in compliance with privacy. For 
example, this action plan is manifested in 
exchanges with the national air security 
authority, the DGAC. It is also manifested 
in European work, within the WP29, as 
well as in exchanges with stakeholders 
from the drones sector, such as the French 
Professional Federation of Civilian Drones 
(FPDC - Fédération Professionnelle du 
Drone Civil). Three areas have been loo-
ked into in particular detail: education, 
provision of information and investigation.

What approach to collective 
education and prevention?

This is probably the field in which 
action is most immediately possible. With 
the massive expansion of drones, it has 
become necessary to disseminate advice 
and good practices to users, reminding 
them in particular of the field of what 
is authorised and prohibited with regard 
to the applicable laws. As far as private 
individuals are concerned, the CNIL has 
participated in the drafting of a fact sheet 
with the DGAC. The latter is intended to 

be handed over to any private individual 
purchasing a drone for leisure activities, 
in order to remind them in simple terms of 
the major principles to be complied with. 
A version of this fact sheet for professional 
users could be envisaged. 

What provision of information for 
persons?

The French Data Protection Act and 
the Interior Security Code concerning 
video protection provide for prior noti-
fication of persons. Yet, although such 
notification is easy within a given zone, 
this is much less the case in the face 
of mobile devices. Several possible ave-
nues of reflection have already been sug-
gested by professionals and researchers. 
A system of registration of drones might 
be envisaged – but the pertinence of a 
solution of this kind is limited for drones 
of small size. A system of issuance of 
information per device might also be ima-
gined, after the model of general aviation 
transponders, or a system in which a list 
of drones having flown over a site would 
be shown on a website or even made 
available in an “open data” standard for-
mat, thus enabling identification of aerial 
movements and assertion of one’s rights.

What possible investigation?
Investigations depend upon places 

and circumstances: The DGAC is com-
petent with regard to the strictly aerial 
part and the CNIL can investigate video 
surveillance and video protection systems 
(places open to the public), as well as all 
processing of data collected for purposes 
that are not exclusively personal. Finally, 

in particular for abuses within a private 
framework, there exists investigation by 
a judge. 

Regulation of drones involves esta-
blishing a connection between air regu-
lations and regulation of the protection of 
personal data. Focusing on one of these 
areas without the other would probably 
mean considerably limiting the develop-
ment of this tool in the long term. As in 
the digital world as a whole, innovation 
and development depend upon trust and 
honesty of uses. This trust may, in parti-
cular, be built by means of clear provision 
of information to persons and effective 
means for the exercise of their rights. It 
is therefore important to build innovative 
systems which incorporate protection of 
privacy as far upstream as possible. 

http://www.federation-drone.org
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PERSONAL DATA AT THE 
HEART OF COMPETITION 
ISSUES

COMPETITION, DATA OF A PERSONAL 
NATURE, DIGITAL TECHNOLOGY: 
AN IRREVERSIBLE CONNECTION

Not a day goes by without mention 
of the consequences and issues in terms 
of protection of privacy arising from new 
products or services, mergers or the esta-
blishment of links between companies. 
A fact of this kind corresponds to the 
growing economic importance that per-
sonal data have acquired in recent years. 

Indeed, one refers to Big Data, data 
which it is believed will constitute the 
power of the future, predictive models 
of unequalled precision that it will be 

put to economic use in fields as varied 
as the fight against crime, mass mar-
keting, dating services etc. Quite apart 
from media and marketing slogans, data 
henceforth supplies all of the depart-
ments of information companies, those 
of the giants of the Internet, which have 
placed their data at the heart of their 
economic model, as well as those of the 
traditional economy which collect and 
process data for their daily needs and 
for the purposes of innovation. According 

to an Anglo-Saxon term we have entered 
into a kind of “datification” of the world.

For this reason, data itself is often 
considered equivalent to assets, the tra-
ding of which has given rise to completely 
new markets on which economic forces 
and competitive tensions operate which 
were unimaginable a decade ago. 

This economic exploitation of data 
naturally leads to the entry of information 
into the world of competition: company 
buyouts may be motivated by the quan-
tity of data held by the targeted company 
alone or by its competence with regard to 
the exploitation of data, in particular for 
the purposes of advertising optimisation; 
situations viewed as positions of force 
and monopolies are forming in relation 
to access to and control of gigantic data-
bases, sometimes disputed in anti-trust 
procedures.

Competition and personal data are 
therefore coming together, with uncertain 
effects for their respective fields. 

After having long remained anec-
dotal, today the debate is raised on 
numerous occasions – for example at 
the time of the conference, organised 
by the journal Concurrences au Sénat 
in which the President of the CNIL took 
part, on 1st December 20141. Concrete 
cases were in the news in the course of 
the year 2014, such as the question of 
the purchase of Snapchat by Facebook, 
the freezing of which was demanded by 
two American associations in the name 
of respect for privacy, the concentration 
operation in question being, according to 
the latter, likely to give rise to “dishonest 

1 / Contribution of Isabelle Falque-Pierrotin to the 
work - À quoi sert la concurrence ? - Institut de droit de 
la concurrence; September 2014; 735 pages; ISBN: 
979-10-94201-00-8  
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THE PROTECTION OF PERSONAL DATA, A FUNDAMENTAL RIGHT, 
NEEDS TO BE TAKEN INTO ACCOUNT IN THE ANALYSIS OF 
COMPETITION IN DIGITAL MARKETS

and deceptive practices” with regard to 
data collection. 

It is therefore important to reflect upon 
the manner in which these two areas of 
law need to be articulated, it being under-
stood that each should be considered in 
an equivalent rather than subordinate 

manner, and that this reflection needs to 
be taken to the European and internatio-
nal level, beyond the national framework.

No simple solution can be imposed 
to resolve an issue of such complexity. 
This is because, in the same way as 
decisions by competition authorities may 

have consequences with regard to privacy, 
decisions by data protection authorities 
concerning certain activities and stakehol-
ders of digital technology are likely to have 
a major impact upon the relevant markets. 

Today, this debate revolves around a 
few central ideas. 

This has not entirely been the case 
until now, if one recalls the terms of the 
debate generated by the announcement, 
in 2007, of the plan by Google to buy out 
DoubleClick, then an independent sup-
plier of online campaign management 
solutions. 

On 11th March 2008, the European 
Commission concluded that the planned 
concentration operation was compatible 
with the common market and the opera-
tion of the EEA agreement. In its analy-
sis, the Commission only envisaged the 
consequences of the project with regard 
to the problems of competition that it 
was likely to pose on the markets for the 
marketing and management of online 
advertisements, in its horizontal and 
vertical dimensions. It did not therefore 
include the concerns of organisations for 
the defence of privacy in its reflection, the 
latter asserting that the dominant position 
that would be the consequence of this 
buyout would enable Google to follow 
the behaviour of Internet users and pro-
cess personal data in excessive propor-
tions, which in their eyes justified specific 
safeguards to be imposed upon it. Before 
the Commission, the American FTC had 
also validated the operation, in view of 
its twofold competence with regard to 
these issues, taking both its risks in terms 
of competition and its risks with regard 
to privacy into account, the latter not, 
in its opinion, being established in this 
instance.

The rules of data protection are not 
ab initio rules of economic regulation. 

Conversely, it is imperative that the mar-
ket logic which is taking shape around 
personal data should not come into direct 
collision with the logic of protection and 
should take the latter into account. 

Indeed, the protection of privacy, a 
fundamental value, imposes itself upon 
the market economy. Personal data can-
not be considered in the same light as 
any “commodity». Although it represents 
economic value, it remains personal data, 
to which legislators have attached spe-
cial protection, related to the right of per-
sons to the protection of their liberties 
and fundamental rights. Indeed, once this 
data has been recorded, compiled, ana-
lysed and crossed with data from other 
sources, all is revealed concerning the 
persons: their centres of interest, family 
life, state of health, cartography of their 
social relations etc. – in short the different 
aspects of their private and personal life, 
bared and stored on the servers of – often 
foreign – operators, which are likely to 
inject this data into different commer-
cial circuits at any time and without any 
guarantee of confidentiality. 

Taking data protection into account as 
a fundamental right is therefore increasin-
gly called upon as an active factor in the 
economic apprehension of these issues. 

This thus explains why harm caused 
to the privacy of persons needs to be dis-
tinguished from violations of consumers’ 
rights. Admittedly, the payment of an anti-
competitive price is not acceptable. Yet in 
this case, what about serious damage to 
reputation, the revelation of secrets which 

cause deep personal hurt, the dissemi-
nation and consequences of which may 
be immeasurable and whose effects will 
perhaps never cease?

The concern to maintain competition 
between stakeholders on the markets of 
the digital economy cannot therefore legi-
timise the latter being freed from com-
pliance with data protection rules or even 
any failure to take the effects of compe-
titive operations into account in terms of 
protection of and access to personal data. 

Moreover, recent studies have begun 
to analyse how processing of personal 
data which may be implemented in a 
massive manner for the purposes of dis-
tortion, exclusion, or even market mani-
pulation may be prejudicial to the rights of 
the persons concerned, to the protection 
of their privacy. 

Pursuit of the balance between these 
two dimensions is the fundamental issue 
of the negotiations regarding the planned 
European regulation on the protection of 
personal data. 

In this respect, it is important to recall 
that the European data protection rules 
had neither the purpose nor the effect of 
preventing companies from implemen-
ting processing for the purposes of inno-
vation, as long as they meet the needs 
of persons overall. The single and sole 
objective of these rules is to ensure that 
new technologies should be “at the ser-
vice of every citizen”, “in the context of 
international co-operation”, in order to 
ensure that they violate, “neither human 
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identity, nor human rights, nor individual 
or public liberties” (article 1 of the French 
Data Protection Act).

Economic law and competition law 
cannot therefore infringe the require-
ments laid down by the law with regard 
to the protection of the privacy of persons, 
which constitutes a fundamental right. 

However, protection of the privacy of 
users henceforth needs to be taken into 
account in competition law for another 
reason: this protection, which is a fun-
damental right, is, as such, becoming an 
object of competition in the same way as 
the price of a good or service. 

The protection of users’ data, 
an object of competition 

Under the combined effect of the regu-
lator’s requirements and the expectations 
of users, protection of the latters’ data is 
itself becoming an element of differentia-
tion and competitiveness. 

Numerous convergent signals bear 
witness to this development.

 In the first place, infringement of the 
privacy of persons resulting from negli-
gence or from the fragility of precautions 
taken with regard to data security has 
serious economic consequences for com-
panies, to such an extent that trust on the 
part of clients, economic partners and 
investors depends upon the precautions 
taken in this regard.

Several examples attest to this. In 
January 2014, the announcement by the 
American mass marketing group Target, 
according to which a security flaw had 
compromised 40 million items of bank 
data, and 70 million items of personal 
data such as email and postal addresses 
and telephone numbers, had spectacu-
lar consequences: the price of shares in 
the company immediately fell, as did its 
net results, from 2999 million dollars in 
2012 to 1971 million dollars in 2013. 

Awareness among companies is still 
too slow, in particular among young 
start-up companies, major consumers 
of personal data, which often consider 
the security of client data, at worst as an 
incidental issue, and at best as an item 
of expenditure which is too burdensome 
to be dealt with as a matter of first intent.

 However, in a manner holding grea-
ter interest as far as competition law is 
concerned, the protection of personal 

data is giving rise to new forms of inno-
vation. A supply of services is currently 
developing offering greater protection of 
privacy than its competitors, generally 
speaking “first-generation” online service 
operators. Beyond the security of tools 
and systems, these young stakeholders 
emphasise the fact that their “business 
case” minimises the collection and pro-
cessing of personal data.

The promising “web ephemera” mar-
ket, including Snapchat, an ephemeral 
messaging service via which photos and 
videos are erased after having been sha-
red, thus appears emblematic. 

Surfing on this alternative wave, stake-
holders are announcing the implemen-
tation of economic models that differ 
radically from the “traditional” models, by 
minimising the use of personal data. The 
DuckDuckGo and Ixquick search engines, 
for example, emphasise the fact that they 
do not record their users’ requests; Wickr 
announced the adaptation of its econo-
mic model through the provision of its 
encryption software under licence, and 
no longer by capitalising upon use of its 
users’ data alone. 

This trend is becoming a permanent 
feature. It is even inciting the dominant, 
“historical” stakeholders to change their 
practices in order to give their users gua-
rantees with regard to the protection of 
their privacy. Facebook, which has always 
emphasised its implementation of a “real 
name policy” has thus recently abando-
ned the latter with regard to its peripheral 
applications. 

The protection of personal data is the-
refore becoming an autonomous field of 
competition, within which companies 
are fighting to innovate to the benefit 
of users. 

The situation is far from having 
become stable and competition is strong. 
However, all of these confrontations 
between stakeholders bear witness to 
the establishment of a new trend: users 
attribute a value to the control of their 
personal data and, when they have the 
choice, they are prepared to migrate to 
services offering them real “privacy” 
value-added. In this respect, one can 
measure the essential role that may even-
tually be played by European users when 
they have a real “right to the portability” 
of their personal data under the influence 

of the future European regulation on data 
protection.

Competitive developments in the 
field of privacy are therefore intrinsically 
good for persons. They are also good for 
companies: because in the absence of 
any alternative to goods and services 
based upon the extreme use and exces-
sive control of users’ data, the situation 
would necessarily end up backfiring on 
them. Indeed human creativity, in com-
bination with the technological skills of 
generation Y, would lead users to means 
of circumvention and the development of 
parallel services. The protection of perso-
nal data, which appears to some as being 
a costly investment, could eventually, on 
the contrary, guarantee the stability of the 
market, considered to be more worthy of 
trust on the part of consumers.

In the face of these increasing interac-
tions between competition and private 
life, regulators therefore need to adapt. 
However, the issues which they thus have 
to deal with are far from simple, in parti-
cular from the point of view of fulfilment 
of the promises of Big Data which, in 
the next few years, are set to heighten 
the tension between competitive forces. 

No regulating authority can deal with 
these issues on its own, without seeking 
the benefit of the expertise of its European 
and international counterparts, as well 
is that of authorities with other compe-
tencies. Inter-regulation, cooperation and 
sharing of analyses therefore need to be 
the keystones of the response to these 
issues. With, as a common theme, one 
requirement: that of real collective intel-
ligence in the service of our values. 
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SUPPORTING  
COMPLIANCE
Compliance with the Data Protection Act involves «dynamic» compliance by those involved. 
It is not just a matter of administrative procedures - a large part of which will disappear 
with European regulation - it has to do with complying, throughout the whole period that 
data is processed with, principles, rights and obligations under the law whilst translating 
them operationally. For professionals there are numerous compliance benefits: ensuring 
legal security to stakeholders; taking advantage of the law to make it a factor in success; 
increasing the confidence of counterparts. The CNIL developed a range of additional tools 
in 2014 enabling the different professions and sectors of activity to be better supported.

These packages, developed with 
stakeholders in one business line, repre-
sent a new method of regulation for the 
CNIL. They aim to define and disseminate 
best practices for a given sector whilst 
simplifying administrative formalities 
for compliant stakeholders. They may 
contain:

 Measures for simplifying formalities 
(single authorisations and/or simplified 
standards),

 Practical teaching guides,
 Tests for checking compliance with 

the law (for example self-assessment 
checklists).

Introducing the «Banks 
and financial organisations» 
Compliance Package

The banking sector consists of all ban-
king institutions and financial organisa-
tions offering their services, in particular 
to individuals. This is a sector which is 
highly regulated, subject to numerous 
constraints relating both to methods of 
managing customer relations and pro-
gressively, the implementation of addi-
tional procedures to ensure the legality 
of transactions.

Additionally, as with many financial 
sectors, the banking sector has expe-
rienced development influenced by 
the digital sector both in its traditional 
areas of work and in the area of remote 
payment.

Discussions between the CNIL and 
the financial sector are long-standing and 
have led to simplifications in procedures 
for organisations in the sector as well as 
daily support for their activities with res-
pect to the Data Protection Act. 

Introducing a package in this sector 
embodies a shared wish to tackle pro-
cedures implemented by the profession 
overall and to supply tools which are even 
better adapted to current needs. In addi-
tion to reviewing the existing situation 

COMPLIANCE PACKAGES

!
For the CNIL, the “banks and financial organisations” sector 
is especially important given the place these organisations 
have in their clients’ daily life. The use of banking and financial 
services results in the production and use of a mass of data 
which not only disclose lifestyle in great detail but also each 
person’s personal situation. In this respect, the CNIL seeks 
to make compliance easier and to give assistance to these 
professions in their digital changes..



31Legal analysis / Activity report / Foresight issues

Correspondan
t 
In

fo
rm

a
ti

qu

e 
et Libertés

Emblematic of new compliance tools, 
the CIL (CNIL registered data protection 
officer) asserts himself year after year as 
the natural choice of supervisor for ensu-
ring the legal and technical security of the 
informational assets held by public and 
private organisations. 

Since the CIL’s formation by decree 
dated 20 October 2005, businesses, 
associations and administrations have 
been able to appoint a Data Protection 
Officer (CIL), to ensure that their proce-
dures comply with the Data Protection 
Act. Their role as advisor enables them 
to disseminate best practices for the 
protection of personal data and help 
to reduce risk. Thus, with more than 
14,400 organisations appointing a CIL 
in 2014, protecting personal data has 

and in particular the oldest standards, 
joint cooperative work needs to enable 
questions which are new or particularly 
sensitive both for the profession, indivi-
duals and the State, to be tackled. This 
is how the first cycle of discussions, star-
ted in October 2014, should conclude 
with the production of a single authori-
sation devoted to fraud and enable pro-
fessional standards relating to loans and 
credit management and accounting to 
be revised. A second stage will enable 
questions remaining unanswered (as with 
that of market abuse) to be tackled in the 
second half of 2015.

Introducing the «Social» 
Compliance Package

The social and medical-social sector 
consists of all institutions and depart-
ments whose purpose is to help areas 

become a credibility issue in relation to 
clients, users and members.

Benefiting from CIL’s expertise
The CNIL regularly benefits from 

CILs’ expertise, as they have intimate 
knowledge of requirements in their 
business lines, in adopting reference 
frameworks and creating tools for use 
in the CIL community. Thus, in creating 

of the population as diverse as the 
aged, sick, disabled or those in a social 
exclusion situation whether at work or 
elsewhere.

This sector requires procedures to 
be implemented relating to a great deal 
of “sensitive” data (health data, assess-
ments of social problems etc.).

In the context of its work of exami-
ning requests for authorisation, advice, 
complaints and checks carried out in this 
sector, the CNIL has noted that there are 
misconceptions of the principles of perso-
nal data protection as well as problems 
in applying the law by the stakeholders 
operating in the social and medical-social 
sector. Moreover the latter have stated 
that they wish to be better informed about 
regulations relating to the protection of 
personal data. 

In a first stage, the CNIL has orga-

«compliance packages» in the Insurance 
and social housing sectors or to test 
the efficiency of a tool for taking up an 
appointment, the CNIL has asked for 
contributions from CILs either directly 
or via professional networks (AFCDP) 

nised working meetings with participants 
to familiarise themselves with their prac-
tices, needs and the problems encounte-
red in applying the Data Protection Act. 
It was in this context that on 3 October 
2014 a wide consultation was held with 
representatives of those organisations 
working in the area of social action and 
social workers in order to implement glo-
bal action in support of compliance with 
the Data Protection Act for this sector and 
to define working methods for creating a 
«social package».

The second stage consists in CNIL 
designing legal tools for simplifying for-
malities (simplified standards, single 
authorisations, exemptions, etc.) and 
best practices especially adapted to the 
social sector, similar to those in the sec-
tors of insurance and the provision of 
social housing. 

THE CIL (DATA PROTECTION OFFICER), 
A JOINT REGULATION PARTICIPANT

With respect to the Data Protection Act, the social sector presents 
a particular challenge: how to create automatic procedures for data 
enabling effective personal follow up of persons receiving aid whilst 
respecting their private life.

Protecting personal data has 
become a credibility issue in 
relation to clients, users and 
members.

!
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or those of CILs (SUPCIL, for Higher 
Education and Research, APRONET for 
local authority internet professionals, 
Club CIL for APRONET correspondents). 
This same process has been chosen to 
create new standards for certifying gover-
nance procedures for Data Protection wit-
hin organisations.

CIL - at the very centre of the Data 
Protection Governance privacy seal

In adopting a new standard making 
the CIL the cornerstone of this pro-
cess, the CNIL has made the choice of 
enhancing this area of work. The Data 

over 2,567 applications for legal advice 
(+17% compared with 2013) and 4,808 
calls handled by the CIL department staff, 
giving evidence of this strong wish to liven 
up and unite this network. 

Additionally whereas the CILs’ effec-
tiveness is directly related to means and 
resources allocated by the data control-
ler, the level of training is also correlated 
with their level of training. On that point, 
the CNIL offers informational workshops 
especially for CILs, the success of which 
was confirmed in 2014 (over 1000 parti-
cipants at 34 workshops) whilst meeting 
expectations expressed by the CILs (please 
see focus). Contributing to the develop-
ment of CILs’ skills remains indeed an 
essential objective for the CNIL as they 
will make an on-site difference in applying 
the outline principles of the law in an ope-
rational way. 

Protection Governance privacy seal sets 
out requirements relating to measures and 
best practices, enabling an organisation 
to manage its personal data, whilst being 
accountable. As the first step in the direc-
tion that European legislation in prepara-
tion is taking, this new standard could be 
used by CILs as a guide for procedures to 
follow or as an objective to be attained. 

CIL support aimed at effectiveness 
Since 2005, the CNIL has chosen to 

support this community of data protection 
professionals by the creation of a dedica-
ted department. Thus, there have been 

Appointing a CIL (DPO) is a 
differentiating advantage enabling 
either ethical enhancement of 
an organisation or distinguishing 
it in a competitive market.

2011 2012 2013 2014

8 826

10 709

12 953

14 441

The number of organisations appointing 
a CIL from 2011 to 2014

Summary of a telephone survey by IFOP, 
the French opinion and marketing studies 
institute
A telephone survey was carried out by IFOP from 12 to 17 November 
2014 with a sample of 401 Data Protection Correspondents having been 
in contact with the CNIL over the previous 12 months. A high satisfaction 
level for CILs in relation to the CNIL emerges from this survey as 95% 
stated that they were satisfied by CNIL services (the total of «very» and 
«quite» satisfied responses). These results show that requests for advice, 
workshops and extranet communications from CILs are particularly 
appreciated. Supported by these positive findings, the CNIL has sought to 
identify areas for improvement to those not replying that they were «very 
satisfied» (52% were «quite satisfied»).
Thus, expectations were expressed in relation to reducing response 
times, to content offered on CIL extranet, to CIL workshops and to 
improving the CIL directory.
To meet these, the CNIL is currently creating tools and services enabling 
responses to be made in a shorter time whilst giving access to sector 
documents and areas of work that are currently being improved. This 
new environment should enable the CNIL to handle requests for advice 
more efficiently. Finally to improve contact with CILs on a daily basis, a 
CIL directory set out by business lines and region will be offered on the 
extranet to be identified (on a voluntary basis) in the CIL network and to 
be contacted by their counterparts to discuss the work of CILs. 

FOCUS
OVER 

1,000
PARTICIPANTS  
AT THE 34 CIL  
WORKSHOPS 

14,441 
ORGANISATIONS  
APPOINTED A CIL IN 2014, 
BEING 4,035 CILS
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The Governance safety seal 
demonstrates the will of an 
organisation to innovate and process 
personal data in a responsible way.

4
EXISTING  
STANDARDS 

55 
APPLICATIONS 
FOR THE ISSUING 
OF SAFETY SEALS 
RECEIVED

44 
SAFETY SEALS ISSUED

6 MONTHS 
THE AVERAGE DELAY 
IN ISSUING

A privacy seal is recognition 
by the CNIL that a product or 
procedure complies with the 
requirements of standards created 
and registered by the CNIL. 

In particular the privacy seal enables 
an organisation to:
 Distinguish itself by guaranteeing a high 

level of personal data protection,
 Advertise their confidence indicator to 

consumers, clients, Internet users, etc.,
 Increase its credibility as an organisation 

where the privacy seal has been obtained 
for internal procedures.

A multiplication of requests 
The certification dynamism expe-

rienced since the creation of the first CNIL 
standard privacy seals has not lessened 
in 2014, the year being marked by over 
12 certification requests and the granting 
of 10 privacy seals. 

A new standard for digital safe-
deposit box services

This standard which was adopted on 
23 January 2014 enables the CNIL to 
issue privacy seals to digital safe-deposit 
box services. This is the first «product» 
privacy seal from the CNIL.

At a time when proposals for demate-
rialised storage are increasing, this seal 
enables users to identify and prefer digital 
safe-deposit box services guaranteeing 
integrity, availability and confidentiality 
of data that is stored and implementing 
appropriate security measures.

A new standard for Data Protection 
governance 

In the face of a growing need for 
businesses and public organisations to 
clearly identify procedures to implement 
best management of personal data, the 
CNIL has decided to create a new stan-
dard: the «Data Protection Governance» 
safety seal. «Data Protection» governance 
defines the rules and best practices ena-
bling an organisation to manage its data 
in compliance with Data Protection 
principles.

This standard, adopted in plenary ses-
sion on 11 December 2014 is aimed at 
organisations having a Data Protection 
Officer (CIL). It has been drawn up in 
consultation with associations of CILs 
and makes CILs the cornerstone of the 
process which orchestrates and monitors 
compliance with procedures and Data 
Protection Act. As an essential stakehol-
der in good governance, CILs will also be 
able to use this standard as a method to 
be used or guide to procedures to be fol-
lowed and be set as the objective in obtai-
ning a safety seal for their organisation.

In practice, the 25 requirements under 
this new standard are set out in three 
themes relating to:
 internal organisation relating to the pro-

tection of data; 
 methods of verifying compliance of 

procedures with the Data Protection Act; 
 managing claims and issues 

As a real tool in empowering organisa-
tions processing personal data, the safety 

seal is a confidence indicator for their 
customers or users. For businesses, local 
government, associations and administra-
tions it represents an appropriate ethical 
and legal framework demonstrating the 
will of the organisation to innovate and 
to process personal data in a responsible 
way. Finally, this process will enable orga-
nisations to prepare themselves for future 
European regulations, in particular inclu-
ding the principle of accountability. 

PRIVACY SEAL: A CONFIDENCE INDICATOR

N°XXXX-XXXX
EXPIRE : XX/XX/XXXX
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BCR and French RCE are codes of 
conduct defining policy within a group 
of companies in relation to the transfer 
of personal data. BCR are designed to 
be a framework for the transfer of data 
outside of the European Economic Space 
whilst the French RCE are the framework 
for transfers made between States in the 
French space to third-party States.

6 good reasons for implementing BCR 
and French RCE:
 Ensuring an adequate level of protection 

to data transferred,
 Preventing risks which are inherent to 

transfers,
 Standardising practices relating to pro-

tecting personal data within a group,
 Avoiding entering into a contract for 

each transfer,
 Providing communication in relation to 

a company’s policy in relation to personal 
data protection. 

BINDING CORPORATE RULES (BCR) AND FRENCH RÈGLES 
CONTRAIGNANTES D’ENTREPRISE (RCE) 

Analysis by business line for companies which have already officially 
adopted BCR (at 31 December 2014)
Banking and Insurance: ABN AMRO, AXA, Citigroup, ING Bank, JP Morgan Chase & Co., Rabobank, Société Générale
Industry: Airbus Group, AkzoNobel, ArcelorMittal, BMW, BP, Cargill, D.E. Master Blenders 1753 (ex Sara Lee), DSM, General 
Electric, Michelin, Osram, Safran, Schlumberger, Schneider Electric, Shell, Siemens, Total
Luxury goods: Hermès, LVMH
New Technologies: Atmel, Atos, CA, HP, Intel, Linkbynet, Motorola Mobility, Motorola Solutions, OVH, Philips Electronics
Health: Align Technology, AstraZeneca, Bristol Myers Squibb, Cardinal Health, CareFusion, GlaxoSmithKline, IMS Health, 
Novartis, Novo Nordisk, Sanofi
Services: Accenture, American Express, Ardian (ex AXA Private Equity), CMA-CGM, Deutsche Post DHL, Deutsche Telekom, eBay, Ernst 
& Young, First Data, Hyatt, International SOS, Legrand, Linklaters, Sopra HR Software (ex HR Access), Spencer Stuart, TMF Group

FOCUS

INFO +

The creation of a centre dedicated to BCR 
and to French RCE
As an internal code of conduct setting out group policy in relation to the 
transfer of personal data outside of the European Economic Space, BCR 
are to be legally binding and complied with by group entities in whichever 
country they may be set up and by their employees. 
BCR involve a substantial investment by organisations which, in addition 
to integrating the principles of directive 95/46/EC need also to implement 
proactive measures - known as accountability.
Thus, in addition to being a simple tool for creating a framework for 
transfers, BCR are true compliance and governance programmes as they 
enable not only substantial group values to be defined in relation to data 
protection at a worldwide level but also internal procedures enabling 
actual assurance of their compliance (audit, training, network of data 
protection delegates etc.). BCR therefore fall within the same process 
of empowering companies as that envisaged in the proposed European 
regulations of personal data protection. 
When reorganising the CNIL, a Centre dedicated to BCR was created. The 
principal missions of the BCR Centre are as follows:
• promoting BCR and French RCE, 
• examining BCR and French RCE proposals, 
•  coordinating cooperation procedures with counterpart authorities 

whose experience will continue to grow as the number of BCR adopted 
increases, and

•  participating in WP29 work and that of APEC in creating links between 
BCR and CBPR.

In addition to improving BCR and French RCE visibility, the formation of 
this centre also contributes to reducing the time needed for examining 
BCR proposals as the CNIL is the lead or secondary authority. For example, 
approval procedures for a BCR proposal submitted to the CNIL (lead 
authority) after the formation of a BCR centre only took six months.

1 organisation 
out of 3 appointed 
the CNIL as their 
lead authority.
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PARTICIPATING IN 
INTERNATIONAL REGULATION
Given the increase in trans-border exchange of data, protection of data is now part of a 
global framework; which is why cooperation between protection authorities now appears 
strategic and necessary. Being aware of this global dimension, the CNIL is participating 
ever more in international forums where the various visions of international regulation 
meet. It has presided over the WP29 since February 2014.

Data protection takes place in an 
environment which is constantly chan-
ging both in terms of use, technologies 
and its legal framework. On this last 
point, Europe has experienced two major 
reviews relating respectively to European 
Union legislation and Convention 108 of 
the Council of Europe.

A milestone was reached in March 
2014 by the European Parliament with 
the unanimous adoption of a position in 
relation to European regulation proposals 
for data protection. This advance is cru-
cial as regulation - directly applicable - is, 
over time, to replace the current founding 
legislation, Directive 95/46/CE and all 
transposed national legislation created 
on its basis. The 28 governments under 
the aegis of the Council of the European 
Union, for their part, made progress 
on a number of essential points in the 
new legal framework. 2015 is to be the 
year of trilogue and final adoption of the 
new European model in relation to data 
protection. 

2014 has also been a year of intense 
negotiation between the 47 members of 
the Council of Europe on the first legal 
instrument, Convention 108, the amen-
ding additional protocol for which will 
be provided at the last decision-making 
body, the Committee of Ministers for 
adoption in 2015. 

The CNIL is following these regula-
tory changes closely which will mutually 

influence and, once adopted, revolutio-
nise the European landscape.

In this period of change for Europe, 
the WP29 appointed a new President for 
the WP29 in February 2014, capable of 
steering its change and supporting imple-
mentation of the new European legal 
framework. Isabelle Falque-Pierrotin, 
President of the CNIL, was elected by 
her peers as the head of the WP29. At the 
time of her election, she reminded those 
present of the need, now more than ever, 
to be united and to present our values in 
relation to data protection with one single 
voice. The European Union is to remain 
as pilot. It needs to build a governance 
model ensuring both better protection for 
its citizens, representing a competitive 
advantage for companies and more suc-
cessful cooperation between authorities. 
Our credibility is at stake both interna-
tionally and in relation to citizens of the 
European Union. 

2014 has been a year full of deve-
lopments in standards and policies for 
the WP29. The WP29 has published an 
important series of analyses and stand-
points on a large number of key subjects 
such as future regulations, revision of 
Convention 108, the right to be forgot-
ten, the Safe Harbour, the Big Data, the 
Internet of Things, private life policies 
for some of the major participants in 
the Internet, concepts of necessity and 
legitimate interest and interoperability in 

2014 - AN EMERGENT YEAR FOR EUROPE  
The WP29 
(the group of 29 
European «CNILs»)
In 2014, the WP29 represented: 
42 documents adopted, 
8 working groups, 5 plenary 
sessions of 29 authorities for 
the protection of data from 
the European Union. Isabelle 
Falque-Pierrotin is President 
of the WP29 from February 
2014 for a two-year term.
The WP29 has cooperated 
in adopting a number of key 
documents relating to the future 
of European regulation, revision 
of Convention 108, the right to 
be forgotten, mass surveillance 
and mechanisms for transfers. 
The WP29 has also made 
statements on a number 
of important themes such 
as the internet of things, 
fingerprinting, OECD 
financial standards, Big Data, 
the Internet of Objects, private 
life policies for some large 
participants in the Internet 
and concepts of “legitimate 
interest” and “necessity” in the 
public sector.

INFO +
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relation to transfers with the adoption of a 
common standard, APEC-WP29. 

Additionally the existence of mass 
surveillance programmes as disclosed by 
Edward Snowden has been a widely deba-
ted subject by WP29 delegates with a 
number of technical notices and an impor-
tant policy declaration on this subject. It 
should be recalled that widespread, secret 
and indiscriminate surveillance is unac-
ceptable under the rule of law.

In addition to the WP29, initiatives 
on international cooperation were inten-
sified in 2014. The French association 
for authorities for the protection of data 

(AFAPD) strengthened its network on the 
basis of common standards; the inter-
national conference of commissioners 
brought together over 80 authorities 
throughout the world to adopt a common 
framework in relation to trans-border coo-
peration for the control and application 
of the law and European authorities have 
started their consideration on developing 
practical tools and collaborative platforms 
to improve their day-to-day cooperation. 

Regulation proposals
2014 was notable for the impor-

tant policy agreement in the European 
Parliament: a unanimous vote for the 
amendments proposed in draft by the 
European Commission in the fluid setting 
of the renewal of legislatures both for the 
European Commission and the European 
Parliament.

For its part, the Council of the 
European Union experienced an accele-
ration in its work under the aegis of the 
Greek and then Italian presidency.

In spite of some reticence this new 
dynamism enabled important progress 
to be made.

Thus the European Union Council of 
Ministers from June to October and then 
that of December enabled partial general 
agreement to be obtained on the following 
points: 
 The territorial field of application for the 

Regulation; 
 The chapter relating to transfers 

(Chapter V) with the introduction of 
new tools governing transfers (codes of 
conduct and «approved» certification 
mechanisms);
 The chapter relating to obligations for 

those responsible for procedures and 
subcontractors (Chapter IV) with a risk 
approach as the tool for modulating obli-
gations applicable to those responsible for 
procedures and subcontractors;
 Provisions relating to the public sector

At a meeting of the Council of 
Ministers in December 2014, the majo-
rity of State members also approved the 
constituent parts of the single gateway 
and in particular the following:
 National authorities and courts are to 

continue to have jurisdiction for local 
cases;
 For trans-border cases, coordination 

between the lead authority and other 
protection authorities concerned is 
necessary;
 The European CNIL group - the EDPB- 

has the personality of a legal entity and 
has the right to adopt binding decisions. 

The CNIL has reiterated that it is 
essential to see the proposed Regulation 
adopted in 2015. Such adoption appears 
now to be crucial not only for citizens and 
businesses but also for protection autho-
rities to ensure and guarantee a high level 
of protection for all.

The CNIL has also actively contributed 
in drawing up a number of documents as 
community work has progressed and in 
particular on single gateway items, trans-
fers and a risk-based approach. 

The risk-based approach is in fact a 
key concept in the proposed Regulations. 

The WP29 has estimated that whe-
reas such an approach could justify 
changes in implementing compliance 
tools/obligations by those responsible for 
procedures or subcontractors, in parti-
cular in relation to security (e.g. impact 

analyses, a system for notification of 
breakdown in security), it may not in 
any event threaten citizens’ rights (e.g. 
the right to access, correction, deletion 
etc.) which constitute not changeable 
fundamental rights.

Moreover, the WP29 is also conside-
ring that the use of pseudonyms or data 
under a pseudonym to limit risks was 
in itself insufficient to justify a simpli-
fied scheme relating to the obligations 
of those responsible for processing and 
subcontractors. This data is still actually 
personal data which should fall within the 
protection scheme applicable to all data.

Revision of the Council of Europe 
Convention 108

The Council of Europe convention 
for the protection of individual with 
regard to the automatic processing of 
personal data (known as «Convention 
108») dated 28 January 1981 and its 
Additional Protocol were the first binding 
European legal instruments in relation to 
data protection.

The Council of Europe Committee 
of Ministers decided in 2010 to update 
Convention 108 in order to adapt it to 
current technological developments 
including possible new principles and to 
make good some loopholes with a view to 
ensuring standardisation with legislation 
adopted by the OECD and the UNO as 
with the proposed European regulations.

MONITORING EUROPEAN REGULATORY REFORMS 
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This revision work started in 2011 
in the Consultative Committee for 
Convention 108 (known as «T-PD») 
which adopted proposed legislation on 
30 November 2012 which was trans-
ferred to an ad hoc intergovernmental 
committee for the revision of Convention 
108 (CAHDATA).

CAHDATA, the Ad Hoc Committee 
on Data Protection, approved the legis-
lation at its third meeting on 1st to 3rd 
December 2014. However the European 
Commission needed to make a certain 
number of basic reservations in relation 
to this legislation. Effectively, in addition 
to the question of standardisation with 
European regulations in gestation, the 

European Union’s support of Convention 
108 would prefer this over future regu-
lations as primary law of the European 
Union. 

A draft Additional Protocol for amend-
ment to the Convention 108 will be sent, 
with a new version of the draft expla-
natory report clarifying the points raised 
by the European Commission, to the 
Committee of Ministers for their examina-
tion and should be submitted for adoption 
during the first half of 2015.

The WP29 and the European autho-
rities at the spring conference repeated, 
in June 2014, the need to maintain a 
high level of protection in Europe. With 
this in mind they adopted a resolution 

calling on the States which are parties to 
Convention 108 to conserve the current 
level of protection of data, and as far as 
possible to strengthen it. Amongst the 
definite proposals made in the resolution 
is the need to maintain a wide field of 
application for the Convention (public-
sector and private-sector) to limit excep-
tions and again to improve the rights of 
persons concerned (access, correction, 
deletion etc.). 

Mass surveillance by public 
authorities

A number of governments throughout 
the world have legislation which has extra 
territorial scope aiming to enable their 
information services to have access, out-
side of their national territory, to personal 
information and data relating in particu-
lar to residents of the European Union. 
Application of these laws may come into 
conflict with rules for protecting perso-
nal data in force in France and within 
the Union.

Following Edward Snowden’s revela-
tions on mass electronic surveillance pro-
grammes by the United States, the WP29 
adopted an advisory notice on the pro-
blems of mass surveillance in April 2014. 
It recalled that mass communication of 
personal data to an authority in a third 
country for purposes of disproportionate 
surveillance cannot in any event be consi-
dered as complying with the principles of 
directive 95/46/EC any more than those 
imposed by transfer framework tools. 
Such surveillance would be contrary to 
the principle of proportionality, the prin-
ciple of transparency and the principle of 
purpose limitation. Whereas these tools 
include clauses providing some excep-
tions to the principles of data protection 

and in particular relating to national 
security, the latter must, necessarily be 
interpreted in a narrow way and cannot 
at any event be applied to an unlimited 
number of persons. Widespread applica-
tion of these exceptions would thus be 
contrary to the principle of proportionality 
inscribed, in particular, in Article 8 of 
the European Convention on the Rights 
of Man. Moreover even where a trans-
fer complies with the principles of data 
protection it no less remains the case 
that a foreign public authority is required 
under Articles 25 and 26 of the Directive 
to offer an adequate level of protection. 
So, no tools for creating the framework 
for current transfers permit these foreign 
public authorities to guarantee such a 
level of protection. Consequently, cur-
rent tools would not provide an adequate 
legal basis to justify access to personal 
data by government agencies of a size 
which is the equivalent of that of mas-
sive structural surveillance disclosed by 
the press. For these reasons the WP29 
advocates negotiating a separate inter-
national agreement guaranteeing that 
third country information agencies offer 
adequate levels of protection.

A more precise legal analysis by 
WP29 was adopted and rendered public 

in the form of a working document on 
5 December 2014.

The Council of Europe Convention 
on cyber crime 

The Convention on Cybercrime known 
as the Budapest agreement is an inter-
national treaty drawn up by the Council 
of Europe and adopted on 23 November 
2001. Its objective is to standardise 
national laws and to create internatio-
nal cooperation to fight against crime in 
cyberspace.

Negotiation of an additional agree-
ment to the convention is currently under 
discussion. This agreement would, in par-
ticular facilitate trans-border access to 
data. Given the widespread consequences 
that such access might involve, the WP29 
actively is taking part in discussions with 
the Committee of the Council of Europe 
responsible for this convention in order 
that the latter can include all of the prin-
ciples of data protection in drafting the 
agreement. 

ACCESS BY PUBLIC AUTHORITIES TO DATA WHICH 
IS PROTECTED UNDER EUROPEAN UNION LAW
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Negotiations between 
the European Commission and 
the United States authorities on 
the «Safe Harbour» decision

For a number of years, «Safe Harbour» 
was subject to questioning as to its effec-
tiveness. Criticisms principally relate to 
the level of protection, the visibility of 
“Safe Harbour” documents, control of 
implementation, the accessibility and 
effectiveness of channels of appeal. 
Following the revelations in June 2013 
on the United States surveillance pro-
gramme, the European Commission 
received a mandate to renegotiate 
the “Safe Harbour” decision with the 
US authorities. The objective of these 
negotiations is to restore confidence in 
trans- border flow between the European 
Union and the US, strengthening gua-
rantees under “Safe Harbour”. With this 
in mind, the Commission set out 13 
recommendations under four major the-
mes: transparency, channels of appeal, 
controls and access by US authorities. 
The WP29 whilst being extra vigilant on 
these questions and on the progress of 
discussions between the Commission and 
the US authorities, also took over control 

Technology has continued to evolve 
over a large number of years and glo-
balisation entrenches data protection 
issues on the international scene, which 
is why the question of international and 
European cooperation appears to be a 
particularly strategic subject of growing 
dimension requiring investment in all 
developing initiatives. This cooperation 
is within a number of forums including 

of this issue and by letter dated 10 April 
2014 to the European Commission, set 
out additional recommendations. 

Progress of WP29 work and that 
of APEC in creating a link between 
BCR and CBPR

As a result of unprecedented co-ope-
ration between the WP29 and APEC, 
in forums bringing together some 50 
countries, the standard merging the 
requirements relating to BCR and CBPR 
(WP212) was adopted in February 2014. 
The forums have concentrated their 
efforts on the similarities between the 
two systems with, as their joint objective, 
helping multinationals wishing to comply 
with the requirements of BCR and CBPR 
via a worldwide privacy policy and thus 
obtaining double certification. 

Following this adoption, the WP29 
and APEC decided to continue their 
work using practical cases based on 
the experience of volunteer businesses 
aiming both for approval of their BCR 
by European authorities and for the pro-
tection of data and certification of their 
CBPR by third party certifiers approved 
by APEC. 

the International Conference, the Spring 
Conference and in more specific forums 
such as the French Association for Data 
Protection Authorities (ASAPDP). 

The 36th International Conference
The International Conference for Data 

Protection and Privacy Commissioners is 
one of the most important meetings for 
the data protection community. This year 

TOWARDS A MORE EFFICIENT 
AND CONSISTENT FRAMEWORK FOR 
THE TRANSFER OF DATA OUTSIDE OF 
THE EUROPEAN UNION

INTERNATIONAL AND EUROPEAN 
COOPERATION

Safe Harbour 
«Sphere of Security» or «Safe 
Harbour» refers to a group 
of principles for protecting 
personal data negotiated 
between the European 
Commission and the United 
States Department of Commerce 
and adopted in July 2000. 
«Safe Harbour» ensures an 
adequate level of protection 
to data transferred to United 
States companies undertaking 
to comply with these principles 
to be provided.» 

INFO +

The adoption 
of this BCR/
CBPR standard 
is a political act 
which is strongly 
symbolic
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over 80 authorities participated in the 
36th international conference which was 
held in Mauritius. Closed session enabled 
discussions to take place and in particular 
on the problems relating to the internet 
of things. A number of documents were 
also adopted:

 A declaration on the Internet of 
Things: this declaration recalled the chal-
lenges that the internet of things poses 
in terms of data protection and security 
and in particular in the context of «Big 
Data». The protection of data starts when 
it is collected; which is why the concepts 
of «privacy by design» and «privacy by 
default» need to be considered as central 
in the design of new technologies.

 A resolution on international coope-
ration relating to control and enquiry: the 
purpose of this resolution was to adopt 
a worldwide non-binding framework for 
trans-border cooperation and to call for 
the development of a secure, neutral 
platform for the exchange of informa-
tion for members of the international 
Conference. The purpose of this initiative 
is to strengthen trans-border co-operation 
between members of the International 
Conference and then to widen this coo-
peration within the limits of applicable 
national legislation, to other authorities 
responsible for the control of the applica-
tion of legislation in relation to private life. 

 A resolution on Big Data: this reso-
lution calls on all participants in Big Data 
to comply with the principles of data pro-
tection such as the limitation of purposes, 
proportionality in collecting and retaining 
data, transparency and compliance 
with personal rights (access, correction, 
information).

 A resolution on the protection of 
private life in the digital era: this gave 
mandate to the Executive Committee of 
the International Conference to partici-
pate in multipartite discussions on the 
protection of private life in the digital age 
announced by the UN High Commissioner 
for the rights of man in his report «Right 
to private life in the digital age». 

Furthermore at the end of this session, 
Isabelle Falque-Pierrotin, President of the 
CNIL and the WP29 was elected to the 
executive committee of the International 
Conference.  

European cooperation in the 
Spring Conference

In Europe and in addition to coope-
ration between EU authorities within 
the WP29, the European Conference for 
data protection authorities constitutes 
a preferred forum for cooperation by 
European authorities within its widest 
meaning. In its latest edition, organised 
by the CNILs and the Council of Europe, a 
working party, co-presided by the Council 
of Europe and the CNIL was created with 
the objective of improving European coo-

peration and in particular by means of a 
cooperative platform. This is concerned 
with extending European cooperation 
beyond the EU and to include the other 
members of the Council of Europe wit-
hin a functional practical working body 
encouraging the exchange of information.

The AFAPDP
In 2014, seven years after it was for-

med, the French Association of authori-
ties for the protection of personal data 
(AFADPD) for which the CNIL carries 

European Data Governance Forum 
The WP29 organised an international conference at UNESCO 
in Paris on 8 December 2014 entitled Data Protection, innovation 
and surveillance: what should the European ethical context be? 
The conference brought together, via four sessions, representatives 
and experts from various backgrounds - national, European 
and international institutions, industry, NGOS and civil society. 
They presented their point of view on the current challenges 
for digital surveillance and on how to adequately respond in 
a democratic society. The Prime Minister, Manuel Valls inaugurated 
this conference. 
350 participants from throughout the world were present at this 
conference. 
The conference ended in the presentation of a Declaration 
adopted by the WP29 at its plenary session on 25 November 
2014. The European Union authorities wished to reaffirm Europe’s 
common values and to offer concrete action to create a European 
ethical framework. This Declaration emphasises the joint 
responsibility of all parties involved in defining and complying 
with an ethical framework for the collection and use of personal 
data in the digital economy. This Declaration is open to comment 
from all interested parties.

FOCUS
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out the general administration, had 
16 members a half of which come from 
the African continent. In Africa progress 
in developing legislation is fastest with 
new law adopted recently in the Ivory 
Coast, Madagascar and Mali and a num-
ber of proposed pieces of legislation are 
being prepared.

At the same time that this legislative 
dynamism is continued by the AFAPDP, 
much cooperative work was carried out in 
2014: implementing binding regulations 
for French companies (RCEF) enabling 
alignment with European Union practices 
in relation to the framework for interna-
tional data transfer, coordinated partici-
pation by French speaking authorities at 
the International Conference for com-
missioners for the protection of data in 
Mauritius in October 2014 to ensure that 

the French point of view was heard in 
relation to the protection of personal data; 
the publication by three French institutio-
nal networks including the AFADPD, of a 
practical guide offering concrete solutions 
in consolidating personal and electoral 
registration details and for the protection 
of personal data.

On the basis of this experience, from 
2015, the AFPDP will be developing the 
number of members and working coo-
peration within its network and will be 
taking an active part in debate within the 
French speaking and international com-
munities for data protection authorities. 
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WHO DO CONNECTED  
VEHICLES DRIVE FOR?
Aware of the strategic issues attached to the development of connected vehicles, the 
CNIL wants to support the process in 2015 and offer its expertise to the ecosystem 
in order to construct sustainable and user-friendly innovations. It is also organising 
collective reflection associating the many different creators of connected vehicles 
aimed at the co-production of suitable compliance tools.

Connected vehicles are a major stra-
tegic issue for car manufacturers and 
for other stakeholders, sometimes from 
sectors far removed from the traditional 
car industry. Technological giants such 
as Google and Apple, equipment manu-
facturers, transport operators, insurers, 
start-up companies and public stakehol-

ders all contribute to the creation of new 
modes of mobility, leading to new uses 
and services which create new data.

The new inputs, in general from digi-
tal ecosystems, bring with them very 
different cultures of innovation: the deve-
lopment of software is not without its 
effects upon cars. Cars are thus beco-

ming veritable smartphones on wheels, 
and not only because they facilitate the 
integration of smartphones into passenger 
compartments. Between dedicated APIs 
(Application Programming Interfaces) 
and OS (operating systems), the specific 
approaches of technological companies are 
progressively invading the car industry. 

AN ECOSYSTEM IN MOVEMENT

In 2018, 
420 million 
automobiles 
will be 
connected, 
as against 
45 million 
in 2013.
Source : IDATE, Connected  
Cars, April 2014

Who do connected  
cars drive for?
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Fond of new modes of vehicle 
consumption, specific to the sharing 
economy in particular, users of mobility 
are also at the origin of major changes 
for the car industry: carpooling, private 
hire, “juggling” between different means 
of transport. These new uses produce 
digital traces, which follow the person in 
their movements and feed the mobility 
service trust mechanisms through the 
creation of increasingly comprehensive 
user profiles. 

The logics of vehicle use optimisation 
are also of interest to the insurance world, 
which endeavours to offer services closely 
adapted to actual vehicle use. After taking 
mileage into account in the pricing of 

insurance premiums (Pay as You Drive), 
new data from car interiors now make 
it possible to conceive the adjustment 
of insurance premiums according to the 
driver’s behaviour (Pay How You Drive). 
“Racing-style” driving, sudden braking 
etc.: road users’ habits may soon no 
longer hold any mystery for insurers and 
manufacturers, leading some to recom-
mend an insurance approach specifically 
adapted to the driver’s car use.

Finally, anonymised traces of mobility 
are particularly useful for effective plan-
ning of public policies. Beyond the sym-
bol of the connected vehicle, the very idea 
of mobility itself is therefore undergoing 
rapid change. 

NEW USES OF MOBILITY

INFO +

Increasing Vehicle 
Autonomy: from 
connected cars to 
automation of mobility
The amazing images of tests of 
autonomous self-driving cars should 
not lead us to forget that the process of 
making cars autonomous in relation to 
their drivers is already well underway. 
Integrated radars, personalised advice 
and even driver assistance systems: many 
drivers already share part of their driving 
with their car. How far can this process 
of delegation go? The addition of new 
sensors and data processing capacities 
makes it possible to progressively reach 
new stages of autonomy by means of 
advanced driver assistance systems. Each 
stage of this process towards autonomous 
cars will raise new questions of ethics 
and responsibility, in particular in 
relation to the automation of decision-
making. In this respect, the more a car 
is autonomous, the more it is actually 
dependent upon contextual and often 
personal information. 

LAST
MINUTE

The CNIL in touch
LOn 7 January, the CNIL organised the first meeting of the whole of the 
French connected vehicle ecosystem. In partnership with the organisers of 
the “Big Data” plan of the “Nouvelle France Industrielle” programme, this 
gathering provided an opportunity for the various different stakeholders 
to explore this new territory, which is set to produce and consume large 
quantities of data. The occasion brought together: manufacturers, transport 
operators, insurance operators, start-up companies, representatives of the 
public authorities and project promoters in the mobility field.

The income derived from 
the connection of vehicles should 
be greater than 8.2 billion euros in 
2018, as against 477 million in 2013.
Source : IDATE, Connected Cars, April 2014
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SMART CITIES AT 
YOUR SERVICE
Smart city, smart grid, smart citizen, etc. “Smart” technology appears to have invaded our 
cities and our lives, but what exactly does it involve and what can the role of the citizen 
be in this regard?

The intelligent city above all expresses 
a new concept in urban development. 
It means improving the quality of life of 
city dwellers and making the city more 
adaptive and effective, with the assis-
tance of new technologies based upon an 
ecosystem of objects and services. “Smart 
cities” thus cover a whole range of pros-
pective responses to urban complexity1  
related to an ideal of control, which is to 
be made possible by data.

The following in particular fall within 
the boundaries of this new mode of city 
management: 

1.  public infrastructures (buildings, 
street furniture, home automation 
etc.);

2.  networks (water, electricity, gas 
and telecommunications);

3.  transport (public transport, roads 
and intelligent cars, car-pooling, 
so-called sustainable modes of 
mobility - by bicycle, on foot, etc.);

4.  e-services and e-governments.
Moreover, these various different rea-

lities of the “smart city” show the ambi-
guity of the phrase. In certain cases, 
it appears to refer to ubiquitous connec-
tion and the “Internet of Everything”. 
It would then finally have little to do with 
specifically urban issues. In other cases, 
it appears rather to promote a forward-
planning vision of cities, totally transfor-
med by the omnipresence of intelligent 

management systems.
With smart cities, new imaginative 

scenarios are emerging by means of pro-
jects promoting distribution of data with 
the numerous city stakeholders: compa-
nies, authorities, civil society, inhabitants 
and users of the city. Data is in this case 
co-produced by the different stakehol-
ders, in particular by individuals contri-
buting to the creation of digital traces. 

The real issue 
is to invent 
a democratic 
and citizen-
based 
governance 
adapted to 
“datafied” 
cities.

In the light of implemented and plan-
ned applications, it is possible to catego-
rise the different projects, according to the 
manner in which data is to be produced 
and exchanged. It may, in particular, be: 

 made available by means of open 
information available to all, whether 
involving open data platforms, alerts of 
the population concerning natural disas-
ters or pollution, or interactive roads for 
red lights and bus stops; 

 transmitted in a targeted manner, 
for example between two cars, between 
two individuals, or between users and 
infrastructures;

 distributed in a limited man-
ner, solely in a unipersonal mode, for 

example, by means of pollution exposure 
measurement bracelets, the reading of 
information contained in a RFID chip (e.g. 
for M-tourism), or the measurement of 
personal travel time; 

 enhanced in a participatory mode 
through the feeding of individual informa-
tion to a collective platform, for example 
for the counting of flows of people, the 
follow-up of people (tourism), or monito-
ring of the use of public transport (RATP, 
Vélib, Autolib);  

 finally, broadly distributed, in social 
networking service mode, with a level 
of visibility capable of being paramete-
rised, as in the case of carpooling and 
childcare.

As a result, the smart city may amount 
to a series of problems whose solution is 
expected from smart technologies, super-
vision and big data: the real issue is to 
invent a democratic and citizen-based 
governance adapted to “datafied” cities. 

HOW WILL DATA BE PRODUCED 
AND EXCHANGED? 

1 To a certain extent, considerations concerning smart cities may be extended to other types of territories than cities, such as rural areas, for distance working in particular.
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Responsible and sustainable 
development will be the 
keystone of the social acceptance 
of smart cities.

According to the French Data Protection 
Act, smart cities entail all of the forms of 
processing of personal data directly or indi-
rectly related to public spaces in urban 
areas. This may involve in particular public 
access ways on the land surface (roads, 
streets and pavements), underground 
public infrastructures (utilities networks) 
and aerial public infrastructures (public 
lighting, pollution sensors, drones etc.) as 
well as public buildings (hospitals, town 
halls, libraries, museums, etc.). The CNIL 
therefore pays particular attention to:

 the conditions of production and 
distribution of information;

 checks and possibilities of control 
by individuals;

 modes of sharing and reuse of data.
Certain risks for privacy are quite simi-

lar to those already encountered for social 
networking services (exchange of data 
between private individuals) as well as for 
connected objects (home automation).

The CNIL’s objective is to support res-
ponsible and sustainable development, 
which will constitute the keystone of the 
social acceptance of smart cities. In par-
ticular, the CNIL emphasises the provision 
of support for data controllers from the 
design stage (privacy by design) and the 
implementation of digital infrastructures 
and services. 

In different business lines, the CNIL 
has already put forward measures in 
order to guarantee the anonymity of per-
sons when data is collected without their 
consent. It has thus provided support 
for telecommunications operators and 
managers of transport and energy infras-
tructures2 in their choice of data anony-
misation solutions. Data anonymisation 
thus enables these stakeholders, within 

the framework of big data-type offers, to 
provide products and services based upon 
maps showing aggregate flows of persons 
in tourist sites or crowds at events (e.g.: 
festivals), analysis of catchment areas of 
shopping centres, and to foresee peaks of 
consumption and congestion (e.g. road 
network) etc.

Multiple issues will therefore be 
explored in 2015: how can citizens iden-

tify stakeholders (collection, other pro-
cessing) in order to exercise their rights? 
How will they be informed? How will 
their consent be granted in an informed 
manner? How can services in compliance 
with the Data Protection Act be desig-
ned? How to undertake privacy by design 
procedures and conduct privacy impact 
assessments? How can city councils, 
which have become the managers of 
resources which are integrated and inter-
connected like veritable “city computers”, 
arm themselves against any viruses or 
hacking, or even bugs? 

WHAT WILL BE THE ROLE OF THE CNIL?

2 See the WP29 opinion on anonymisation techniques http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp216_en.pdf 

However, the development of smart 
cities is set to raise new questions, 
concerning information and, if neces-
sary, the granting of consent by persons 
whose data is collected. The possibility 
of infrastructures transmitting infor-
mation on a continuous basis does not 
represent a risk in itself. On the other 
hand, the individual “targeting” of data 
collected on passers-by by the same 
infrastructures raises a greater number 
of questions, in particular with regard to 
the terms of such collection and the ano-

nymisation of personal data. Anonymity 
thus appears more difficult to guarantee 
for certain data, such as data attached 
to a geographical location. 

At a time when cities, dense areas, 
are equipping themselves with sensors 
and a memory, the risk of traceability of 
individuals is therefore greatly increased. 
Securing citizens’ support therefore 
depends upon the framework of trust 
within which the development of smart 
cities needs to be incorporated. 

WHAT PROBLEMS IN TERMS 
OF PRIVACY? 
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THE PLACE OF 
PERSONAL DATA 
IN THE CONSUMPTION 
OF CULTURAL AND 
RECREATIONAL CONTENT
Data, and personal data in particular, is often described as the “fuel” of digital 
transformation. But what is the real place of this data in the supply of services and in 
economic models? In order to respond to this question, the CNIL launched in autumn 2014 
a forward-planning work of exploration concerning the market for cultural and recreational 
content (reading, music, videos, video games). This work will be drawn upon in a third 
“Innovation et Prospective” (“Innovation and Foresight”) report in 2015. 

The economic models of the mar-
ket for cultural and recreational content 
have undergone major changes relating 
to questions of the funding of creation, 
maintenance of cultural diversity, sharing 
of added-value between stakeholders, 
intellectual property and pirating. 

Although, among these issues, ques-
tions of protection of personal data and 
privacy were initially seldom raised, the 
situation is changing. The CNIL there-
fore wanted to study the digitalisation 
of produced, distributed and consumed 
cultural contents and, in particular, the 
impact of this movement on the capacity 
to “enhance” this sector’s business models 
“by means of personal data”. 

Indeed, the true value-added of emer-
ging cultural and recreational digital 
content distribution services currently lies 
in their capacity to process data concer-
ning users’ consumption and habits in 
order to provide them with support. 

Services therefore find themselves in 
an advantageous position for targeting 
individuals and making relevant recom-
mendations to them by combining several 
types of information:

• “traditional” personal information 
(socio-demographic profiling); 

• consumption and purchasing infor-
mation, therefore data concerning their 
tastes;

• information concerning consump-
tion in itself, such as quantity or time of 
consumption of content, but potentially 
much more, such as, for example, once 
again; e.g. with regard to a book, this 
may involve underlined passages, reading 
speed, or the number of times the book 
was consulted; 

Whether with regard to digital books, 
music streaming, video on demand or even 
video games on online platforms, “new 
inputs” have radically changed the market 
balance in each domain, overturning the 
barriers to entry which used to protect the 
traditional stakeholders. 

E-readers thus enable the collection of 
large amounts of information at the time 

• descriptive data concerning contents, 
after the IMDb model, owned by Amazon 
for film, and thousands of types and sub-
types describing films on Netflix; 

• contextual data, e.g. location, in order 
to infer whether the person consumes at 
home, during travel or at work. 

By means of these possibilities, data 
collection and personalised recommenda-
tions become major factors of competitive 
differentiation. 

of their use and the reading of electronic 
books, to various different degrees and 
extents1. For example, certain publishers 
may highlight the most often underlined 
or safeguarded passages in advertising. 
The Wall Street Journal described this 
landscape in 20124 : “it takes the ave-
rage reader just seven hours to read the 
final book in by Suzanne Collins’s “Hunger 

CULTURAL AND RECREATIONAL 
COMPANIES IN THE COURSE OF  
RADICAL CHANGE 

1 See Electronic Frontier Foundation, E-Reader Privacy Chart, 2012 Edition: https://www.eff.org/pages/reader-privacy-chart-2012
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Games” trilogy on the Kobo e-reader - 
about 57 pages an hour. Nearly 18,000 
Kindle readers highlighted the same line 
from the second book in the series (…) 
And on Barnes & Noble’s Nook, the first 
thing that most readers do upon finishing 
the first «Hunger Games» book is to down-
load the next one.”

As far as video on demand is concer-
ned, the example of Netflix is equally illus-
trative insofar as the company itself asserts 
that 75% of all viewer choices come from 
its Suggestions engine3.

The data thus enables distributors to 
hold consumers’ hands in their travels 
within a plentiful supply of products, in 
order to ensure a high level of use of the 
service and therefore reduce the attrition 
of subscriptions (“Churn rate”). However, 
this information may also be exploited in 
order to make informed editorial choices 
with regard to the programmes produced 
by companies. 

As far as music is concerned, the 
situation is similar. Services such as Rdio, 
Deezer and Spotify are in a position to 
make increasingly pertinent suggestions 

on the basis of the whole of the data on 
pieces of music, cross-referenced with 
consumption data and data from social 
networking services. These stakeholders 
now want to take advantage of all of this 
information in order to share it with third 
parties in an aggregated manner and help 
producers to make music “that is going to 
be popular”4. Tomorrow, the service will 
probably also use geolocation data or other 
smartphone sensors in order to find out 
whether users are at work, in their cars or 
spending an evening out and thus provide 
them with improved suggestions according 
to the context. 

Finally, the field of video games is far 
from immune to this trend. Without even 
speaking of gaming on smartphones, 

which are intrinsically connected and 
process very large amounts of data5. The 
fact that players (both on consoles and 
computers) are henceforth connected to 
platforms such as Steam, enables data 
collection while the client is playing. This 
data is, for the time being, still limited 
to the analysis of use and suggestions. 
However, in the future, real tests of beha-
viour inside the games themselves may 
emerge, in order to analyse and measure 
the person’s reactions6.

How far will increased use of perso-
nal data in these markets go? What other 
methods of valorising personal data may 
appear? 

2 ALTER, Alexandra, “Your E-Book Is Reading You” in Wall Street Journal, 19th July 2012 http://www.wsj.com/news/articles/SB10001424052702304870304577490950051438304 
3 http://www.techradar.com/us/news/internet/how-spotify-netflix-and-amazon-s-powerful-discovery-tools-control-our-habits-1216211
4 http://www.theguardian.com/technology/2014/apr/09/music-analytics-is-helping-the-music-industry-see-into-the-future
5 As shown by the results of the CNIL-Inria “Mobilitics” project 
6 http://abonnes.lemonde.fr/technologies/article/2012/03/13/la-science-des-jeux-sociaux_1666663_651865.html
7 Both of which are downloadable in French at: http://www.cnil.fr/linstitution/ip/publications/ 

According to Netflix, 75% 
of all viewer choices come 
from its Suggestions engine.

AN INNOVATIVE EXPLORATION WILL BE PRESENTED 
IN “INNOVATION ET PROSPECTIVE” REPORT NUMBER 3

Since autumn 2014, the CNIL has 
thus decided to explore these new issues. 

With the assistance of two innova-
tion agencies, it has organised a colla-
borative undertaking specifically focused 
upon emerging stakeholders, involved in 

the transformation of these industries. 
The work is underway and will lead, in 
the course of the first half of 2015, to 
the publication of a third “Innovation et 
Prospective (IP)” report, following up the 
“le Corps, nouvel objet connecté [“The 

Body : a New Connected Object”]” and 
“Vie Privée à l’horizon 2020 [“Privacy by 
2020”]” IP reports7. 
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THE NEW BOUNDARIES 
OF DIGITAL IDENTITY 
The transition of the economy to digital technology is combined with the progressive 
disappearance of the boundaries between the worlds of physical and online transactions. 
To the banks and telecommunications operators, the traditional stakeholders of the 
payment world, new intermediaries from the digital world, seeking to link their payment 
solutions to their users’ digital identities, have been added. In this context, the CNIL 
supports the voluntary policy of the State with regard to digital identity within the 
framework of progressive implementation of the new European regulation on electronic 
identification and trust services. 

Digital identity is manifested in dif-
ferent ways: identifier, IP address, elec-
tronic certificate, email address, official 
digital identity etc. A widespread approach 
consists of using identity attributes (pseu-
donym, identifier, age, address, centres 
of interest) enabling a person to be dis-
tinguished from within a group. In the 
digital world, identities are multiple and 
fragmented: individuals are thus led to 
manage different identities, according to 
the worlds in which they act, whether 
with regard to e.g. social networking 
services, e-commerce, online banking or 
e-government. 

As the management of multiple identi-
ties is particularly complex for users, iden-
tity federation systems have developed 
widely. By means of a single authentica-
tion, they principally enable simplification 
of access to services pertaining to different 
suppliers. Certain companies thus allow 
connection to their services by means of 
an identifier and Facebook password. 

However, in a context where digital 
identity is for the most part declarative, 
this does not always engender trust. 
Certain services therefore require more 
secure identification procedures in order 

to verify, or even guarantee, the Internet 
user’s identity. This is, for example, the 
case with regard to access to online games 
of chance and gambling websites, which 
are obliged to check new players’ identi-
ties. In particular, they have to verify that 
the person is over 18 and check the des-
tination of funds (verification of the bank 
account) in order to prevent the possibility 
of money laundering. 

It is essential to allow persons to 
control the attributes that they disclose. 
For example, an e-commerce transac-
tion may require the communication of a 

name, first name and delivery address but, 
in general, a date of birth is unnecessary. 
Conversely, a date of birth may be rele-
vant for the purchase of a discount card 
for young people under 25 years of age. 

These issues are becoming all the 
more important in an environment which 
is becoming digitalised, in relation to habi-
tats, cities and even daily life with the 
development of the Internet of Things. 
Indeed, the sale of goods in shops is also 
itself becoming connected with e-com-
merce methods, which are increasingly 
extending to these spaces. 

DIGITAL IDENTITY, KEYSTONE OF 
NUMEROUS ONLINE TRANSACTIONS

In 2013, the average 
French Internet user had 
16.4 online accounts – as 
against 12 in 2010 and 
13.6 in 2011.
Source: Baromètre de la confiance numérique des français 
[“Barometer of French digital trust”] CDC - ACSEL, completed 
by the IDATE, February 2013   
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The stage subject to the largest num-
ber of innovations is currently that of pay-
ment. This involves the convergence of 
very different stakeholders with, on the 
one hand, specialists (pure players) who, 
feeling constricted by the online world, go 
down the value chain, and on the other 
hand, traditional intermediaries (banks, 
trade names etc.) concerned to digita-
lise their activities to a greater extent. 
In the middle, new services such as 
Google Wallet, PayPal, Apple Pay, V.me 
and Square are based upon the traditio-
nal banking infrastructure through their 
connection to a payment card. In practice, 
these solutions are in general manifested 
by mobile apps, which integrate modes 
of payment and services with customer 
loyalty by mobilising the whole of the 

commercial relations data. The supply 
of data by users is therefore an integral 
part of the economic model. 

More generally, the fact that users are 
increasingly equipped with smartphones 
encourages the disappearance of the 
boundaries between e-commerce and 
traditional commerce. Thanks to the deve-
lopment of technologies such as QR code, 
NFC, geolocation and, more recently, 
beacons (cf. text box), digital identities are 
henceforth enhanced through the combi-
nation of, for example, Internet searches 
in connection with purchases and physi-
cal visits to shops. The stakeholders thus 
optimise the client path from website to 
shop, as well as inside the shop itself, 
on the basis of visit-frequency analysis 
mechanisms. 

TRADE AT THE HEART OF THE FUSION OF 
THE PHYSICAL AND DIGITAL WORLDS 

Over 60 million beacons are 
set to be in place by 2019 – for 
the most part, intended for the 
marketing world. 
Source: ABI Research, 2014 

Beacons are small wireless 
physical tags, able to 
communicate with smartphones 
by means of the Bluetooth 
protocol. In particular, they make 
it possible to “wake up” a mobile 
app when a user is in the vicinity, 
in order to notify them of an 
operation in course or offer them 
a reduction. These devices make 
shops connected and, because 
they are of limited range, enable 
precise knowledge of the paths 
taken by clients within the shop.
Apple was the first to use them 
on a major scale, from the end of 
2013 in American Apple Stores. 
This emerging technology is 
of increasing interest to major 
trade names and there are set 
to be over 60 million of them 
deployed across the world by 
2019 according to a study by ABI 
Research (2014).

FOCUS

Web Beacons, 
cookies in real life  
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Client paths envisaged on the basis of 
beacons and the PayPal application bear 
witness to the transformation underway in 
the fields of marketing and digital identity, 
aimed at making the payment stage more 
fluid by rendering it as open as possible 
for users. The latter are identified from 
the moment of entering shops by means 
of their mobile apps, receive suggestions 
according to their transaction history (to 
which the retailer may have access) and 
make payments by means of a simple 
click, without having to produce any other 
means of payment. 

Traditionally, trust of identification 
required the validation of attributes by 
stakeholders such as banks (validation of 
a bank card or account) or telephone and 

postal operators (validation of a telephone 
number or address), which need both to 
verify the client’s identity and to have the 
technological and human capacity to do 
so (possibility of face-to-face interaction). 

However, online identity has recently 
come to incorporate more behavioural 
data concerning “what individuals do” 
(purchase and web navigation history 
etc.). A new dimension has thus been 
added to the traditional “what I know” 
(e.g. password), “what I have” (e.g. 
smartcard) and “what I am” (e.g. biome-
tric) elements used to identify or authen-
ticate an individual. 

New inputs are giving rise to major 
ambitions based on the valorisation of 
transaction data and profiling, which will 

necessarily lead to questions concerning 
the new economic models and the capa-
city of individuals to exercise their rights.

The CNIL is anticipating these 
changes. It is analysing their impact 
in terms of trust and data protection, 
in order to reinforce its role as a major 
stakeholder in platform regulation at the 
European level and to act as a guarantor 
of responsible innovation.  

For these reasons, the transformations 
in progress at the points where payment, 
digital identity and marketing come 
together, constitute one of the topics of 
future-planning research to be published 
in 2015. 

BEHAVIOURAL DATA: A NEW FACTOR OF AUTHENTICATION?

The European regulation on electronic 
identification  
Regulation 910/2014/EC on electronic identification and trust services 
for electronic transactions within the internal market was definitively 
adopted on 23 July 2014.
This regulation, which repeals Directive 1999/93/EC on electronic 
signatures is intended to improve the mutual recognition of national 
electronic identification systems in order to facilitate the development 
of interoperable online administration services throughout the European 
Union.
It thus standardises the security of online public services within the 
European Union.
The regulation, which is due to be supplemented by various different 
measures of execution and will be applicable from 1 July 2016, stresses 
the privacy by design principle. This needs to involve: 
•  the maintenance of solutions enabling access to a minimum of required 

identification information;
• maintenance of the use of pseudonyms and sectorial identifiers;
• limitation of the centralisation of authentication and verification.

FOCUS


